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Rationale

* The need for Incident Response
— Increased connectivity

— Increase the number of reported cyber security
related issues

— Locating and identifying the source of cyber
Incidents



The Framework Outline

Major Area - Phases

Initiation [I]

Investigative[l]

Reporting [R]
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e Processes
¢ Tools

* Procedures
e Laws

Dimensions

\

¢ Understanding
¢ Knowledge

* Transparency

e Communication




xan/ork [Core Principles
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Framework [General Principles]
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TIL, (Y Know the
range of devices
that may be
involved in the
investigation.
TI, %} Select
appropriate
tools based the
digital devices
to be
encountered in
the
investigation.

LI,{3Aware of
legal
requirements
for the
capturing of
digital
evidence.
LI,(?) Select
tools for the
investigation
in accordance
with the
recommended
principles and
guidelines.

EI,(WPosses the
educational
background and
capability to handle
all aspects of the
investigation.

El,{%} Select tools
that the
practitioner has
been trained to
use.

E,I,{UDisclose
any conflict of
interest with
regards to the
impending
investigation.
E 1,2 Approac
h the
investigation
objectively.




Framework [General principles]
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TI,(WAppropriat | LI,(WEnsure EI,(WEnsure that E;[,(JMaintain
e methods and |that methods |[practitioner is objectivity
techniques are | used can be trained to use the throughout the
used in reproduced by [tools available investigation
accordance with | other where open source |E,;[,(®)Treatall
the investigators | or commercial. data and
recommended [ producing the EIZ(Z)Ensure devices as
guidelines. same results. knowledge of potential legal
TI,?)Ensure LI,(?) Be aware the different evidence. -
toolsused |ofthelaws ) /) he used | Erl2Exerci
are clearly  |2ssoclated : se care to
with the for different
understood |, estigation | purposes ensure to
and can be |4t this stage. throughout the ensure the
used by EL,®)Treat |examination. integrity of
another all data and | EI,®Treat all data th?
investigator |devicesas |and devicesas evidence
and produce |potential potential legal acquired.
the same legal evidence.
results evgidence El,™ Be
. Knowledgeable of

the tools they work

with and how they

do what they do.




Framework [General Principles]
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TR Archive all
software tools
used.

TR2 Archive all
hardware tools
used

LR! Document
all hardware
tools used in
accordance with
the
recommended
guidelines.

LR?
Document all
tools in
accordance
with the
recommende
d guidelines

ER! Practitioners
must have sound
knowledge in the
reconstruction of a
digital crime scene.
ER? Practitioners
must be
knowledgeable in
archiving and
documenting tools
used

ER3 Practitioners
must adequately
trained to produce a
comprehensive report
of the investigation.
ER*Posses training
to interpret
finding accurately
ER® Be knowledgeable
in creating an attacker
profile.

E,RD
Practitioners
must ensure
confidentiality
in the findings
of the
investigation.

E,R®)
Practitione
rs must
ensure full
disclosure
of their
findings to
the relevant
personnel.




JamaicaCIRT partners

* Communication Forensics and Cyber Crime
Division

* Major Organised Crime Agency (MOCA Cyber)

e Office of the CIO



Jamaica’s Framework to date

National Cyber Security Strategy Launched in
2015

Cybercrimes Act 2015
Completion of Implementation Plan
Launch of Public Education Campaign
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