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CFCD DEPARTMENTS

Communication
Forensics

Digital Forensic Lab
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COMPTUER
| FORENSICS

MOBILE
FORENSICS

HIGHTECH DIGIAL : ‘ OTHER DIGITAL
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| Communication
Forensics

CELL SITE
SURVEY

RESEARCH &
i DEVELOPMENT
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Crime & Technology




In the Be

ne telephone — 1876
ne Transistor - 1947
ne computer — 1950

ne Internet
(ARPANET)- 1960

. TCP/IP - 1974
. IPV4 - 1974
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Now and beyond.....

 Smart devices
* |P based technologies
* IPV6
 RFID



http://www.brainshark.com/ideas-blog/brainshark-articles/powerpoint-for-iphone.aspx

What do you think this is?







DIGITAL
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igital crimes

Different forms of
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llegal o'

unauthorised access
or use of a
programmable digital
device to facilitate a
crime,
either as part of a

network or as a
standalone.
B ..







CYBERCRIME

AGAINST
GOVERMENT




Critical Infrqsiry




CYBERCRIME

AGAINST
PROPERTY
(public/private)
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CYBERCRIME

AGAINST
PERSON

EVER THINK YOU'RE BEING WATCHED? [© 1]

PERSONCF

INTEREST




Cyber
extortion

Cyber
Terrorism

Hacktivisim

Revenge
Porn

ERCRIME

* Cyber
Bullying

* Cyber
defamation

 Data
trafficking [0



COMPUTER CRIMES
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ELECTRONIC FRAUD CASES

Electronic Fraud Reported to CTOC
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MOBILE
CRIMES

.MURDER
.ROBBERY
.RAPE

.DRUGS &
AMMUNITION

.KIDNAP

ABDUCTION
EXTORTION
.TERRORISM
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Sexually suggestive EXTl NG

pictures or videos
of children is child

romograhy. LYY sexually

oceengor | VLN text Y

distributing this

kind of data Is a messa‘gmg Vm

CRIME.




Cases per offence 2015
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IMPLEMENT OF DIGITAL CRIMES
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CYBERCRIME LAW
IS THE RIGH AND
POWERFUL’S

DISLIKE BUTTO* 5

PIXELOFFENSIVE



Legal Framework

Telecommunications Act 2000

Interception of Communications

Act 2002

WW/6 36






PERSONAL SAFETY IS OUR

RESPOWSIBILITY
| 4




Prevention & Protection

/{assword protect

everything.
Sanitise all digital
devices before use.

Enable and use firewall
tool(s).
Protect wireless router

aCCess.

g

Never leave blue tooth
on.

Never click untrusted
cookies or webeites.

Never Volunteer
personal information.

Be lured to phishing.
Get caught by Social

Engineering e
-




(Jse Digital Media
Rcsponsiblg & E_g:cctivclg
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OBSERVE

INVESTIGATE
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Mitigate .
— Analyse — 1.



What can CFCD offer???

 Digital evidence and
cybercrime investigative
support.

* Training & Technical
Assistance.

* Digital lab services




* p

END OF PRESENTATION.....
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Warren.williams@jcf.gov.jm
18763143665, 18768938070
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