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SWIFT Fraud Impact

Society for Worldwide Interbank Financial Telecommunication 

• Founded in 1973 Exploited in 2016

• Secure network for transmitting payment orders

• SWIFT does not facilitate funds transfer directly just the message to do so

• All that is required is for two financial institutions to have banking relationships

• 2016 Victims included Bank of Bangladesh (81M USD)

• Hackers are emptying Bank safes without the use of any guns



Largest Organized Fraud of 2016 

is SWIFT Fraud
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Recent SWIFT fraud investigation revealed over 25 Million Hack 
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SWIFT System Malware Discovery

Financial data and passwords were actively being captured and syphoned.  Below is the 

capture data destination and source file of stolen data:

Hacker commands and data send information:

.CREATETEXT

FTP.TXT

OPEN 202.108.90.13

IP Address:  202.108.90.13

Country: China   (CN)

City: Beijing

ISP: China Unicom Beijing

China Government Securities Depository

Source of Hacking  

ftp://FTP.TXT
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How the Organized Hackers 

Compromised the Financial Network

Malware Assessment and Analysis Revealed

100% infected by:

SATYR 

INSTALLED!

/SECLPD

VICTIM

\XCD\X80

ONELOVE

INJECT

PACKET

forkt~ 
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How the Memory Resident Malware 

Linux.Satyr is classified as the Trojan horse infection which can perform 

malicious activities on your computer. Usually it spread over the internet 

and embed the malicious codes onto the free software downloads or 

suspicious websites. Once it gets itself installed on your computer, it is 

capable to disable the firewall to make your system vulnerable, which is 

why your computer is easily attacked by other malware. 

This malicious Trojan when enters your system generates malicious 

codes and hamper your system performance. Generally compromises 

systems through malicious websites links, performing infected 

downloads, using removable media and opening emails links such as 

Spoofed Bank alerts. 

HIDDEN – POLYMORPHIC – OBFUSCATED – DATA CAPTURE 

Forensically Boring Slide 

to Read Later



7

SWIFT Compromise by Hackers

It is well designed by cyber criminals to damage the target machine in 

order to gain illegal profits. It will connect to the remote attackers and 

help them take full control of your computer. Once the Trojan enters your 

computer, it will modify the system startup settings and drop its kernel 

code into the infected system so that it can be loaded up immediately 

whenever the computer starts up. It can also make some changes to the 

Windows Registry and default system configurations. It has the ability to 

keep track of your cookies and browsing data so as to capture your 

valuable information such as SWIFT transactions, modify SWIFT 

Transaction logs to avoid detection, and capture all financial records 

including the discovery of:

More than 5,000 passwords captured and found in a 

memory as a result of the Rootkit infection.

Taking Control of 

Administrators Systems
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Pay MORE Attention to the Obvious Issues 

Result of Linux.Satyr infections

• Slower than normal system performance

• Appearance of DDOS attack

• Unexpected shut down of system

• Stop and Restart and Execution of various system applications and 

services (Security Motion Light False Positives)

• Firewall

• Policy Manager

• AV

• EXEs running in Prefetch

• Processes

• Occurrence of Blue Screen error

• Modification or Attempted Changes to Windows Registry

Diagnosis 
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Attacks are Occurring in/from Memory 

One compromise lead to another and additional 

Running memory resident malware was located

Suckit

hidden file-hiding

MM]ZZb

/etc/lpd

config

login: 

(

[*] Dropping

Root Privileges

passwd

/passwd

ps_filter

ps_filter

su_pass

listen

ps_filter

su_pass

ps_filter

su_pass

ps_filter

su_pass

Password

listen

Server

Skip the AV Logs and Alerts and Focus 
on Memory Analysis

al round!35 cowboy :)Aeý

LOGNAME=shitdown

USERNAME=shitdown

*Ä(€

make pid invisible

make pid visible



Assessment revealed all XP 

Systems were Compromised  

…Windows 7 to Follow
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Prosecutors with technical knowledge and training will be 

able to challenge digital forensic experts and their reports 

and findings and better assist victims of Fraud


