
Cyber espionage in the 
Caribbean

Risks & Challenges 
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The Digital What?
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From: PaypaI [mailto:mail@mail.ca] 
Sent: September 8, 2016 3:24 PM
To: undisclosed-recipients:
Subject: We need your help
[* Affichage les images pour lire ce message.]
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Daily Intrusion Attempts



Hacked by Holako, 2015
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Challenge: Anonymity, Cross Border & Enforcement   

Most of the Literature focuses 
on Preparedness including 
legislative framework

Against whom?
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Cyber Espionage as Unauthorised Access
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Legislation: Protecting Critical Infrastructure & 
“Crown Jewels” 

• the security, defence or international relations of Jamaica; 

Government: 

• the existence or identity of a confidential source of information relating to the 
enforcement of the criminal law of Jamaica; Law Enforcement 

• confidential educational material, such as examination materials; 

Educational 

• the provision of services directly related to communications infrastructure, banking and 
financial services, public utilities, public transportation or essential public infrastructure 
such as hospitals, courts, toll roads, traffic lights, bridges, airports and seaports; or 

Utilities, Finance, Communications, 
Traffic Management & Health

• the protection of public safety, including systems related to essential emergency services 
such as police, fire brigade services, civil defence and medical services. Public Safety
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Jamaica: Awareness as Prevention
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CURACAO: Awareness as Prevention
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Barbados: Awareness as Prevention
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Thank you!!!
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