Cyber espionage in the
Caribbean

Risks & Challenges
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Send out thousands Victims click on link in

of phishing emails email believing it is

with link to fake legitimate. They enter

website. personal information.

Build fake site.
Fraudsters compile
the stolen data and
sell it online or use it
themselves.

Fraudsters
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From: NCB Jamaica A
Sent: Wednesday, October 26, 2016 12:45 PM
Subject: Your access to

This means that managing your bank
For transactional users and Company Sy:
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From: Paypal [mailto:mail@mail.ca]
Sent: September 8, 2016 3:24 PVl

To: undisclosed-recipients:

Subject: We need your help

[* Affichage les images pour lire ce message.]

PayPal
We need your help

Your account has been suspended, as an error was detected in yvour informations.
The reason for the error is not certain, but for security reasons, we have suspended

wvour account temporarily

We need you to update yvour informations for further use of your PayPal account.

Update youwr information

You are currently made disabled of :

Adding a payment method Sending payment
Adding a billing address Accepting payment
Flease do not reply bo this eamail. We are unabbe o resporsd o imguiries sant o this addres===s. Far immeadiat® answars bo your gueastons, wist our
] Help Center by clicking "Help" located on any PayPal page or amaill. 1

Copyright <8 2016 PayFal, Imc. All rights reserved. PayFal is located at 2211 M. First St., San Jose, SA 95131.
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Hacked By Team System Dz
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I love Islaanic State <3
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Most of the Literature focuses
on Preparedness including
legislative framework

Against whom?
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Cyber Espionage as Unauthorised Access

Move
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Initial HTHEL Establish Escalate Recon Complete
Recon Compromise Foothold Privileges Mission

FIGURE 14: Mandiant’s Attack Lifecycle Model
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Legislation: Protecting Critical Infrastructure &

“Crown Jewels”

e the security, defence or international relations of Jamaica;

Government:

¢ the existence or identity of a confidential source of information relating to the

LaW E nfo rcement enforcement of the criminal law of Jamaica;

* confidential educational material, such as examination materials;

Educational

L] . . . . . h . . f . . I I . . . f k.
Uti | |t|es, Fina nce, Commu nlcatlons, . t. e provision of services dlrgc.t yre atgd to commuqlcatlons in ra}structt{re., banking and
financial services, public utilities, public transportation or essential public infrastructure

Trafﬁc |V| a nagement & H ea |th such as hospitals, courts, toll roads, traffic lights, bridges, airports and seaports; or

e the protection of public safety, including systems related to essential emergency services
Pu b||c Safety such as police, fire brigade services, civil defence and medical services.
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W Cyberespionage: The M« x [ 339 _The Cybercrimes Ac [M Welcome | Stop Think C: _— >

o (& @& https://stopthinkconnect.org.jm @ :

Partner Resource Center Login:

STOP THINK CONNECT Keeping the web a

afer place for everyone

Forgot Password?

Get Involved!

ol E ol

It's easy to get involved with STOP.
THINK. CONNECT. Free resources
are here for everyone to use.

GET STARTED

When you cross the street, you look both ways to make sure it's safe. D I D
Staying safe on the Internet is similar. It takes some common sense steps
’: Before you use the Internet, take time to understand the risks and I o U : I £
learn how to spot potential problems. 7
KN OW - Report stolen finances or identities
K: Take a moment to be certain the path ahead is clear. Watch for and other cybercrime to
warning signs and consider how your actions online could impact your Ros.:.xu;h has >ho:v:| (:\a:: the JamaicaCIRT
much of online safety falls : el
safety, or your family’'s. WHOGE FerGral cRAtel (cirtja@mset.gov.jm) ar}d k? law
enforcement, Communication
Enjoy the Internet with greater confidence, knowing you've Foren & Cybercrime Division

taken the right steps to safeguard yourself and your computer. POFEAAS (CFCD)

Protect yourself and help keep the web a safer place for everyone.

Cyber Security Awareness and Public Education Campaign for
Jamaica brought to you by the Government of Jamaica through the
Ministry of Science Energy and Technology
5:53 PM
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CURACAQO: Awareness as Prevention

V Cyberespionage: The Mc % [ 339_The Cybercrimes A« % / [ Welcome ! Stop Think C- X B - 8 X |V Cyberespionage:TheM: X | [ 339.The Cybercrimes Ac X thinkclicksurf € X = - 8 X

& C & https//stopthinkconnect.orgjm G € C  ® www.thinkelicksurf.net "

Partner Resource Center Login

° select a language:

S THNK | CLCK | SURF!

HOME RESOURCES = CAMPAIGNS ~ GETINVOLVED = TIPS&ADVICE = RESEARCH&SURVEYS = BLOGS Papiamentu

STOP | THINK | CONNECT" Keeping the web a safer place for everyo

BE CYBER SAFE: ”" p ‘ Get Involved! KEEPING R i—
— | 0L CARIBBEAN KIDS q —

THINK BEFORE YOU CLICK RS SAFE ONLINE

THINK. CONNECT. Free resources

y SR

GETSTARTED ) /—
g E |
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STOP. THINK. CONNECT.

Report stolen finances or identities
and other cybercrime to

the JamaicaCIRT B Request a school visit
(citja@mset.gov.jm) and to law :
enforcement, Communication - by f Cyber secunfy
Forensic & Cybercrime Division = h'ulning feam

Cyber Security F 0 i T Select Language ¥
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Barbados: Awareness as Prevention

N\

W Cyberespionage: The M« [M 339_The Cybercrimes Ac < .4 caribbean Cyber Securit. %

& > C | ® jabynoe.wixsite.com/ccscweb/missionvisionteam?lightbox=imageldre

THINK,CLICK,SURF Program
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Thank you!!!
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