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OBMEH NPO®ECCUOHA/IbHBIM OMNbITOM BOPbBblI C KUBEPMPECTYNMHOCTbKO
(CaHkT-MeTepbypr, 5—6 uoHa 2018 r.)

Beaywmii — FpyHuc fleHnc EBreHbeBUY, HaYas16HUK [7108HO20 ynpasaeHus MexoyHapoOHO-Pasoso2o
compyoHu4yecmea leHepansHol npoKypamypesi Pocculickoli ®edepayuu

05 unioHa 2018

08:00 Perucrpauusa (KoHHorsappeiickuit 6ynbsap, 4. 7, 5 3TaxK, 3an cOBELaHWUIA)

09:00 LlepemoHuA OTKpbITUA
Beicmynarom:
pyHuc fleHuc — Ha4yanbHUK [108HO20 ynpasneHUs MexOyHapOoOHO-NPaAso8020 compyoHuU4ecmsa
leHepanbHol npokypamypsel Pocculickoli @edepayuu
Xan Mopaan — leHepanbHbili cekpemaps MexdyHapodHoli accoyuayuu npokrypopos (MAT),
lMpedcedamens [n0banbHOU NPOKYpopckol cemu Mo nApomueooelicmeuro  31E€KMPOHHLIM
npecmynneHuam MATI

09:30 Ceccua 1: Bbi30Bbl KubepnpecTynHocTu — No4roTOBKa OCHOBbI
Boicmynaem: Xalin [Apuc — 2eHepanbHbili Oupekmop «Buauno KoHcanm» (MnobanbHaA
MPOKYPOPCKAA cemso Mo npomusooelicmauro 31eKmpPOoHHbIM rpecmyrnaeHuam MAI)

11:00 Kode-6peiik (KoHHOorBapgeickuit bynbsap, a. 7, atpuym)

11:30 Ceccua 2: Poccua — onbIT 60pb6bbl ¢ KWbepnpecTynaeHuammu
Beicmynarom:
Kyporokoe AHmoH — cmapwuli npoKypop omoesna memoOUKO-GHAAUMUYecKo2o obecrneyeHus
Ha030pa 30 UCMOAHEHUEM 30KOHO8 Op2aHAMU, OCYUW,ecmeaalouumu 003HAHUe U 0rnepamueHo-
PO3bICKHY0 0eamesnbHOCMb, yrnpassieHUs MmemoOuKO-aHasnumu4yeckozo obecrieyeHua Had3opa 3a
npoyeccyansHoli 0esamesnbHOCMbO 0pP2aHO8 NMpedsapumesnbsHO20 PAccae008aHUA U 0NepamueHo-
pPO3bICKHOU OeamensHOCMbI0 [eHepanbHOU npoKypamypesl Pocculickoli ®edepayuu
Monoe AneKkcaHOp — 3asedyrowuli Kagedpol y20/7108HO20 NPAsA, KPUMUHOA02UU U Y20/108HO-
ucrnosnHumenoHo2o npasa CaHkm-llemepbypackozo ropududeckozo uUHcmumyma (¢unuana)
YHusepcumema npokypamypei Pocculickoli ®edepayuu

13:00 O6ep (kKade «/1a Pycb», KoHHOrBappaeiickui 6ynbeap, 4. 15)

14:00 Ceccusa 3: UndposBaa KpMMMUHANNCTUKA
- BeegeHne B MNPUHUMNBLI U CTAaHZAPTbl UMPPOBOM KPUMMHANUCTUKK, NPUMEHUMON K
3NEKTPOHHbIM 4,0KA3aTENbCTBAM M CTAHAAPTHbIE AATOPUTMbI PaboTbl LMPPOBOI KPUMUHANUCTUKN;
- daKTOpbl AZMUHUCTPUPOBAHMUA: cO34aHMe U GYHKUMOHMPOBAHWE NnabopaTopun undposom
KPUMMHANUCTUKW;
- KprMnHanucTmyeckme npoLeccsl n npoueaypbl.
Beicmynarom:
CasuHa [pyiiyuy — KoHcynbmaHm «UHcue2 0.0.0.» ([n06anbHAA MPOKYPOPCKAA cems 10
npomueooelicmeuro 31eKMpPOHHbIM npecmynaeHuam MATT)
Xononoe AneKceii — 3a8edyrowuli KoumuHaaucmuyeckol nabopamopueli CaHkm-llemepbypacKkoz2o
ropudu4eckoeo uHcmumyma (unuana) YHusepcumema npoxkypamypsl Pocculickoli ®edepayuu

16:00 Kode-6peiik (KoHHorBapaeuckuit 6ynbsap, 4. 7, atpuym)

16:30 Ceccua 4: dneKTpOHHbIE AOKa3aTeNbCTBa

- JonycTmocTb J0Ka3aTenbCTBs.
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Boicmynaem: CasuHa Ipylivuy — KoHcysibmaHm «UHcu22 0.0.0.» (n106aab6HASA NPOKYPOPCKAsA cems
no npomugodelicmauro 371eKMpPOoHHbLIM npecmynaeHusm MATT)
17:30 3aBeplLueHMe nepBoro yue6Horo gHa

06 noHa 2018 r.

09:00 Ceccua 5: 0630p gHAa

Beicmynarom:

FpyHuc Aernuc — HayanbHUK [108HO20 yrnpasneHUs MexOyHapPoOHO-NPaAso8o20 compyoHU4Yecmaa
leHepanbHoli npokypamypsel Pocculickoli @edepayuu

XaH Mopaan — [leHepanbHbili cekpemaps MexndyHapodHol accoyuayuu npokrypopos (MAT),
lMpedcedamens [106anbHOU NPOKYpopcKol cemu 1o npomusodelicmeuro  3/1eKMpPOHHbLIM
npecmynneHuam MAT

09:30 Ceccum 6 n 7: BupTtyanbHble / KPMNTO BaalOTbl U OTMbIBaHUE AEHEXKHbIX CPeAcTB B CeTU

- Obuwiee BBeAEHME B KOHLEMLMIO BUPTYa/IbHbIX Ba/IIOT;

- CyuiecTBytoLLMe NOAXOAbl NO PEryIMPOBAHUIO BUPTYasIbHbIX BastOT;

- BbI30Bbl, NpeAcTaBaAsemMble BUPTyaNbHbIMWU BaIlOTAMM U UX UCMOJIb30BAHUEM B MPECTYMHbIX
uensax;

- MOTOKM NpPEeCTynHbIX [AEHEXHbIX CPeACTB B  WMHTEPHETe W MeToAbl, MeXaHW3Mbl W
WMHCTPYMEHTbI OTMbIBAHUA AEHEKHbIX CPeACTB;

- NHANKATOPbI NOTEHLMANbHON AeATeNbHOCTU NO OTMbIBAHUIO AEHEXKHbIX CPeACTB: «KpPacHbIe
dnarm» / HAMKATOPbI OTMbIBaHUA AEHEXHbIX CPEACTB;

- M3yueHune gen.

Boicmynaem: Xalin [Apuc — 2eHepanbHbili Oupekmop «Buauno KoHcanam» (MnobanbHasA
MPOKYPOPCKAsA cemso Mo npomueooelicmeautro 31eKmpoHHbIM npecmynaeHusam MATT)

11:00 Kode-6peiik (KoHHorBapaeiickuit bynbsap, a. 7, aTpuym)

11:30 Ceccum 6 n 7 BupTtyanbHble / KPUNTO BantoTbl U OTMbIBaHUE AEHEXHbIX CPeACTB B CeTU
Boicmynaem: Xalin [Apuc — 2eHepanbHbili Oupekmop «Buauno KoHcanm» (MnobanbHaA
MPOKYPOPCKAA cemso Mo npomueooelicmeautro 31eKmpoHHbIM npecmynaeHusm MATT)

13:00 O6ep (kKade «J1a Pycb», KoHHOrBappaeiickuit 6ynbeap, 4. 15)

14:00 Ceccua 8: Bbi30Bbl, CBfA3aHHble C pacc/iefoBaHUEM U  Yro/IOBHbIM MpecnegoBaHUEM

npecTyn/ieHMi COBEPLUEHHbIX B C€TU «[lapKHeT».

- Mogenb npectynHoro 6usHeca;

- TexHWKK paccnenoBaHua B cetu «[lapkHeT»;

- U3yyeHue gen;

- YTOo MOryT caenatb NPaBOOXpPaHUTE/NIbHble opraHbl AnA 3¢GPeKTMBHOro paccnefoBaHuUa U
Yro/IOBHOro Npec/ief0BaHNA NPEeCTYNeHNIN, COBEPLLUEHHbIX B CeTU «JapKHeT»?

Boicmynaem: CasuHa Ipylivuyd — KoHcysibmaHm «UHcue2 0.0.0.» (n06aabHAA NPOKYypopcKas cems
no npomugodelicmeautro 31eKMpPOHHbLIM rpecmynaeHuam MAI)

15:00 Ceccua 9: Ponb mexXAayHapoaHbIX opraHusauuii B 6opbbe c KubepnpectynHocTbio
Boicmynaem: Xaiih [puc — 2eHepanbHoelli Oupekmop «Bueuno KoHcanm» (lnobaneHas
MPOKYPOPCKAsA cemso Mo npomusooelicmsuro 31eKmpoHHbIM npecmynaeHuam MATT)

16:00 Kode-6peiik (KoHHOrBapaeiickuii 6ynbeap, 4. 7, atpuym)

16:30 Ceccma 10: Fno6anbHoe HapalwmBaHMe NoTeHLMana c nomoubio FNobanbHO NPOKYPOPCKOM cetu
Nno NPOTUBOAEUCTBUIO INEKTPOHHbIM NpectynaeHnam MAN
Boicmynaem: XaiiH [puc — 2eHepanbHbili Oupekmop «Bueuno KoHcanm» ([nobansHas
MPOKYPOPCKAs cemb 1o rpomueoodelicmauto 31eKmpoHHbIM rnipecmynaeHuam MATI)

17:00 Ceccua 11: 3akntoueHue U LLepeMOoHUA 3aKpbITUA

Boicmynaem: [pyHuc [eHuc — Ha4anbHUK [7108HO20 ynpasneHUs Mexo0yHapoOHO-NPasos8o2o
compydHu4ecmea leHepansHol npoKypamypesl Pocculickoli ®edepayuu




08:00

EXCHANGE OF PROFESSIONAL EXPERIENCE IN CYBERCRIME FOR PROSECUTORS
(Saint-Petersburg, 5—6 June 2018 )

Moderator — Grunis Denis Evgenievich, Chief of the General Department of International Legal Cooperation,
Prosecutor’s General Office of the Russian Federation

05 June 2018

Registration (Konnogvardeisky Boulevard, building 7, 5th floor, conference room)

09:00

Opening Ceremony

Speakers:

Denis Grunis — Chief of the General Department of International Legal Cooperation, Prosecutor’s
General Office of the Russian Federation

Han Moraal — Secretary General IAP, President GPEN

09:30

Session 1: Cybercrime Challenges - setting the scene
Speaker: Hein Dries — CEO “VIGILO Consult” (GPEN-IAP)

11:00

Coffee break (Konnogvardeisky Boulevard, building 7, atrium)

11:30

Session 2: Russia — experience in the fight against cybercrime

Speakers:

Anton Kurdyukov — Senior Prosecutor of the Department of Methodological and Analytical Support
for Supervision over the Procedural Activities of Preliminary Investigation Bodies and Operational-
Search Activities of the Prosecutor General’s Office of the Russian Federation

Alexander Popov — head of the Department of Criminal Law, Criminology and Penal Law of the
Saint-Petersburg branch of the University of the Prosecutor’s Office of the Russian Federation

13:00

Lunch (cafe «La Rus» Konnogvardeysky Boulevard, building 15)

14:00

Session 3: Digital Forensics

- Introduction to principles and standards of digital forensics applicable to electronic evidence
and Standard Operating Procedures for Digital Forensics);

- Management considerations: setting up and running a digital forensics lab;

- Forensic processes and procedures.

Speakers:

Savina Gruicic — Consultant of “INsig2 d.o.o0.” (GPEN-IAP)

Alexey Kholopov — head of the Forensics lab of the Saint-Petersburg branch of the University of the
Prosecutor’s Office of the Russian Federation

16:00

Coffee break (Konnogvardeisky Boulevard, building 7, atrium)

16:30

Session 4: Electronic Evidence
- Admissibility of evidence.
Speakers: Savina Gruicic — Consultant of “INsig2 d.o.0.” (GPEN-IAP)

17:30

End of day 1
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06 June 2018

09:00 Session 5: Daily review

Speakers:

Denis Grunis — Chief of the General Department of International Legal Cooperation, Prosecutor’s
General Office of the Russian Federation

Han Moraal — Secretary General IAP, President GPEN

09:30 Session 6 1 7: Virtual/crypto currencies and Online Money Laundering

- General introduction into the concept of virtual currencies;

- Current regulatory approaches in relation to virtual currencies;

- Challenges presented by virtual currencies and their criminal use;

- Criminal money flows on the Internet and money laundering methods, techniques,
mechanisms and instruments;

- Indicators of potential money laundering activity: money laundering red flags / indicators;

- Case studies.

Speaker: Hein Dries — CEO “VIGILO Consult” (GPEN-IAP)

11:00 Coffee break (Konnogvardeisky Boulevard, building 7, atrium)

11:30 Session 6 u 7 Virtual/crypto currencies and Online Money Laundering
Speaker: Hein Dries — CEO “VIGILO Consult” (GPEN-IAP)

13:00 Lunch (cafe «La Rus» Konnogvardeysky Boulevard, building 15)

14:00 Session 8: Challenges related to investigation and prosecution of crimes committed on the
Darknet.

- Criminal Business Model;

- Investigative techniques on the Darknet;

- Case-studies;

- What can law enforcement do to effectively investigate and prosecute crimes committed on
the Darknet?

Speaker: Savina Gruicic — Consultant of “INsig2 d.o.o.” (GPEN-IAP)

15:00 Session 9: Role of International and Regional Organisations in the Fight against Cybercrime
Speaker: Hein Dries — CEO “VIGILO Consult” (GPEN-IAP)

16:00 Coffee break (Konnogvardeisky Boulevard, building 7, atrium)

16:30 Session 10: GPEN Global Capacity Building
Speaker: Hein Dries — CEO “VIGILO Consult” (GPEN-IAP)

17:00 Session 11: Conclusion and Closing Ceremony

Speaker: Denis Grunis — Chief of the General Department of International Legal Cooperation,
Prosecutor’s General Office of the Russian Federation




