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«MPECTYNMEHUE KAK-YC/TYTA»

@ OrpomHoe KOM4YecTBO NPecTynaeHmnm

@ Heobxoammbl cneumasbHble HaBbIKW, 3HAHUA UK g
NHCTPYMEHTDI Ao

& HemHorme moryT BbINMOAHATb MHOXKECTBO Pa3/INYHbIX
NencTBuim

— CneuunanusnpyoTcs B KOHKpPeTHo obnactu

— Korga vm HEO6XO,£I,VIMbI AOCTYMNbl NN HAaBblKU, KOTOPbLIX' Y HUX HET,

* HyXHO KYTUTb poctyn K cneaytowemy cepsucy: «INMPECTYNTEHUE KAK-
YCIIYTA»

* Kaxkabiit gencteytolWwmii cybbeKT TeHeBOro KMbepnpocTpaHCcTBa 3aBUCUT OT
YCAYT, NPeaocTaBAseMbIX APYrMMun




KpumuHanbHaa busHec-moaenb
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CYBERCRIME

DEPENDENCIES
MAP

Automatic Vending
D Cart (AVC & Reselling {Data)

Automated ‘click-anc-buy’ websites A data vendor who buys bulk
selling compromized data (typically st (compromised) data and re-zells it w

credit card dats) in zmaller volumes

oo [ ‘@

Using compromized credit cards to Translation into a target/victimz
fraudulently purchase goods and native tongue to increaze
services authenticity and attack success

4 A

& Counter Anti-Virus

Encrypting and/or packing files to.
obfuscate them from security

‘@

|

Rezearch or design of exploits to
abuze vulnerabilities in browsers
3nd other software in order to
install matware

Testing of malware zamales to
determine if they are detected by
commercial anti-virus products

088 [ ‘@

1 & Coding

Authoring/creating malware for use
by others such az Trojans, RATS, etc

Paid for each download and launch
of 3 clients software/malware

o -

4

& Mules/Drops

Provide accounts or addresses for
the receipt of stolen or fraudulently ‘ BN Recruits and runs teams of mules
obtained go0ds or fundz

‘@ @QI

R, —

Deploying/running malware to A zervice directing visitors to 3.
create botnets, harvest data, gain specific (typically compromised/
unauthorised access, etc infected) website

Mazs distribution of unsolicited
‘communications (email, SMS, etc)
which often contain malicious

payloads or links
(@ 0ge

o s
Documents / IDs
Fake or fraudulently obtained
genuine documents for use in fraud

Web Design
e

4

EC

Z EURT”POL

Production of web contentby 3.
suitably siilled designer

Denial of Service (DoS)
Attacks

Custom injects which allow

= g Blocking legitimate accessto a
malware uzers to modify specific e X 2
St e il e
acditional data e
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. Hosting
Bulletproof]

Dedicated/zhared/virtual hosting.
which may be non<compliant to law
enforcement requests
f T .

Oniine bulletin boards uzed 33
meeting places and markets by
cybercriminals to zell procucts/

services

Anonymizing zervices which
mazks 3 user’s original IP address
and can encrypt their internet

mEe

I

]

Currency

Exchange between virtual and
other (virtua! or fiat) currencies

A money-aundering service which
hides 3 virtuzd currency financial
trail by pooling and redistributing
clients funds.

g
&

S

Secure (e.g. encrypted, un-logged)
‘email and/or instant messaging

Cross-Crime Factors

LEGEND
——))

Highly dependent on -
Cannot co without

|

Key product/zervice but

not eszential

Product/Service

|
{

Product

i

uonew.oju| 2jqnd jodoin3

‘Where the qustomer is required to do
everything themseives sfter purchase

Where a product involves on-going
interaction or is run and maintained oy
zomeone eze




L — g TN &
/ ................. X e IRl o ‘v,\.
¢

3aBucuMble NpoAayKTbl / ycnyrm
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BHeapeHUe BpeaOHOCHbIX Nporpamm

» BHeapeHne/ 3anyck BpeaoHOCHbIX NPOrpamm AN
co3aaHunA 6oT-ceTen, cbopa AaHHbIX...

m— KOAMpOBaHMe M HannCaHme BHeApPAEMbIX KOA0B

® BpenoHOCHble Mporpammbl, co3gaBaemble nytem KoampoBaHus
® HacTpoWKa BpeAOHOCHbIX MPorpamm
* Bbibop Lenelt atakun, Hanpumep, KOHKPETHOro 6aHKa

mmmm TPadVIK M cnam, a TaKKe onnaTa 3a YCTaHOBKY M SKCMIOMTbI

* HanpasAAloT KepTB Ha 3apaKeHHble CanTbl

e OTnpaBnAoT BpegoHocHble Gaibl UAK NepeaapecoBbIBAOT HAa BPEAOHOCHbIE CalThl
 [apaHTUPYIOT YCTAHOBKY BpeAoHOCHOoro MO Ha onpeaeneHHOM KO/IMYecTBe LieNeBbIX CUCTEM

® JKCN0WTbI, He0HX0AMMbIE ANA YCTAaHOBKM BPeAOHOCHOTO MO Ha ya3BMMYIO LLEeNeBYHO CUCTEMY

* BHeapeHWe BpeaoHOCHbIX Mporpamm, B pesy/bTaTe KOToporo cobupatotca
CKOMMNPOMETMPOBaHHbIe GUHAHCOBbIE CYETa, KOTOPble HEOOX0AMMO OOHANNUYMBATL

* Mo3KeT NoBbICUTb 3PPEKTUBHOCTb KAMMAHWUI MO PACMPOCTPAHEHWUIO BPEAOHOCHbIX MPOrpaMmm

O'TISIG?
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«Bbinac geHeXHbIX MY/Z10B»

@ Habop KOMaHA, « AEHEXKHbIX MY/J0B» U
yrpaBaeHne nmu

e  <[eHexHble mynbi»/Oponbl

e Mony4yaloT 1 / UNK NepenaoT HeE3aKOHHbIE CpeacTBa

= Pa3paboTKa NoAAeNbHbIX JOKYMEHTOB/YA0CTOBEPEHUN TNUHOC it e e

e Co3aaHune 6aHKOBCKMX CYETOB UM NONYYEHME AEHEXHbIX NepeBoaos Mno
noAJenbHbIM JOKYMEHTaM

e Co3pgaHue Beb-caliToB, MCNOAb3yeMbIX B BepHOBKe

e Cnam u MNepesoga, a Takxke Mepenpoaarka (AaHHbIX)

e PacnpocTpaHeHue coobLeHni, NpeaHa3HaYeHHbIX Aas BepboBKU

e [loBblweHMe 3pdeKTUBHOCTM BEPOOBKM NyTem aaanTaLmMm A3blKa KaMNaHMUK

e [lepenpoaaka C uenbto NoAy4YeHUa CNUCKOB a4 PECOB 3/IEKTPOHHOM NOYTHI,
MCNONb3yeMbIX ANA onpeaeneHnA NoTeHUNaNbHbIX MYy/10B
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«[leHexHble mynbi»/Aponbl 3
@ MVY/bl = geHbru: inua, 3aBepboBaHHbIE C LENbio .

nosyyeHna n nepesoaa He3aKOHHO NOJIydeHHbIX ageHer

"/‘
mexay 6aHKOBCKMMM cyeTamun U / unm ctpaHamu 3a 4,?7;
KOMMUCCMOHHOE BO3HarpaxaeHue

— MpepocTaBnAOT cYeTa UAM aapeca 418 NoJyYeHusn
YKpaJeHHbIX cpeacTs

@& NPOTMbl = naketbl: [Mony4yatoT TOBapbl, 3aKa3aHHbIE
MOLUEHHNYECKMM NMYTEM, U NepeaatoT UX KNUEeHTaM

MoaaenbHble AOKYMEHTbI/YA0CTOBEPEHUS

O034aHNe OaHKOBCKUX CHETOB UIN
noayyvyeHune geHexXHbixX nepesoanos noa
NOXKHbIMN UMEHAMMU
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MoweHHNYecTBO ¢ naatexkHbimm [
KapTamu (KapAuvHr) @

» Mlcnonb3oBaHME CKOMNPOMETUPOBAHHbIX &
KpeaAUTHbIX KapT ANA NOKYMNKU TOBapPOB U1 YCAYr ¥

Bl «[eHexHble myabi»/Oponbi

e [1nA Nony4eHUa ToBapoB, NPMOBPETEHHbIX
0bMaHHbIM NyTEM

L ABTON\aTI/I3VIpOBaHHbIe TOProsbie aBTC

e Cpeacrtaa ANA NOAYYEHMA CKOMNPOMETUPOBAHHbIX
dUHAHCOBbLIX AAHHbIX

G INdIG? J



MepenpoaarKa (AaHHbIX) B

5 [OCTaBLLMK AaHHbIX, KOTOPbIN NOKyMNaeT /
CKOMMNPOMETMPOBAHHbIE AaHHblE U NepenpoaaeT Ux /f’, ‘

Bl BHeapeHue BpeAOHOCHbIX MPOorpamm

e [losly4yeHne CKOMNPOMETUPOBAHHbIX AaHHbIX B
obLen macce ¢ Lenblo AasibHenwen
NepeKkoMnoHOBKU N Nepenpoaarku

e CpeacTtBa AN1A NPOAAXKM CKOMMPOMETUPOBAHHbIX
NAHHbIX

G INIG? 10



Pa3paboTka/co3aaHme BpeaoOHOCHbIX I'IpOI'paM.(':Q,J,J'IFI o
MCNO/1b30BaHUA APYTUMU TNLLAMM i

o

— TpoAaHbl, RAT-nporpammsbl 1 ap.

Bl (Mporpammbl 06x0fa aHTMBUPYCOB U K

* [TpoBepAOT, 0OHAPYKNBAETCA NN NPOAYKT
KOMMEPYECKMMM aHTUBUPYCHbIMM
nporpammamu

e LLindpytoT 1 / nnm ynakosbiBatoT dbaisibl AN
npeaoTBpalLeHMNa OOHapPYXeHMNA UM aHaAn3a
BPE€AOHOCHOIO Koga C MOMOLLLbIO NPOrPamMHOro
obecneyeHna cnctembl 6€30NacHOCTH
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KpuntoBaHue
@ LndpposaHue n / nnm ynakoska ¢panioB B LLEeNsx B iE
COKpPbITUA MX OT NpOorpammHoro obecneyeHums &fﬂ !

cuctembl 6e30nacHOCTU

Il [lporpammbl 06xoaa aHTUBMY

e [IpoBepAtoT, 06HAPYXKMBAETCA /TN
YMaKOBaHHbIM/3aMPppoBaHHbIM NPOayK
KOMMEPYECKMMM aHTUBUPYCHLIMMU
nporpaMmmamu

3
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ATaku f.una «OTKa3 B
obcayxxuBaHmn» (DDoS)

»BNOKMPOBKa AOCTYNa K canTy/cepsepy nytem Wit
3ano0JIHEHMA ero TpadmnKom g !

Bl BHeppeHue BpeaOHOCHbIX
nporpamm

e Koraa AnAa nposedeHuA aTaku
TpebyeTca bOTHeT

G INdIG? 13
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HesaBucumeblie Tosapbl / ycnyru
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ABTOMATU3UPOBAHHbIE E M
| 7
Toprosble asTomatbl (AVC)  gis =
» ABTOMaTM3NpPOBaHHbIe BeO-CalTbl MOKYMOK «B #’

OAMH KAWK», NpOAaloLLMe CKOMIPOMETUPOBAHHbIE /&7 ¢
NlaHHble

— laHHble KpeaUTHbIX KapT

[

Mporpammbl 0b6xopna gED
aHTUBMPYCOB

TecTpoBaHMe 06pa3LOB BPEAOHOCHbIX NMPOrpamMmm C
LeNblo onpeaeneHus Toro, 0bHapy»KMBaOTCA /1M OHU

KOMmepyeCkMMnN aHTUBUPYCHbIMU NPOAYKTaMH
P INdIG2 15



SKCNNAOUTDI

(D

& MccneposaHme nnm paspaboTKa 3KCNIOMTOB C
LLleNblo HeHaAexKallero Ucnosb3oBaHusA
yA3BMMOCTEN A9 YCTaHOBKM BpegoHocHoro MO

[lepeBoA

»Ha poaHoM A3bIK uenn/>kepTtsbl A8 NOBbILLEHUA
[IOCTOBEPHOCTU M ycrnexa aTaku

@[1noxon nepeBo, 4acTo ABNAETCA MPU3HAKOM TOrO,
4YTO coobLleHue NoXKHoe

& INSIG2
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Onnarta 3a YCTAaHOBKY
(S

& LLINpOKo ncnonb3yerca Ana pacrnpocTpaHeHns
BpegoHocHoro 10

@ [1naTa 3a KaxKgoe cCKaumBaHUE M 3aMyCK KAMEHTCKOro
nporpammHoro obecneyenus / spegoHocHoro MO

Tpaduk

@CepBMnC, HaNPaBNAOLWMNN NOCETUTENEN HA
onpeaeneHHbIn (CKOMNPOMETUPOBAHHbIN
/ 3apaKeHHblin) Beb-canT

G INIG? L7



HanucaHue BHegpAembiX 1

KOAOB ‘@
& [lonb3oBaTenbCcKue BHeApAemMblie KOAbl, KOTOPblE o &
NO3BO/IAIOT NONb30BATENAM BPEAOHOCHbIX MPOrPaMMm . % '
M3MEHATb onpeaeneHHble Beb-cTpaHuLbl AnA
nipaeveHmnAa mniauv ,ﬂ,06an|eHV|F| AOMNO/THUTE/IbHbIX

NaHHbIX E

Beb-pa3pabotKa

@Co34aHMe Beb-KOHTEHTa

G INIG? 18



PaccnepoBaHue n cyaebHoe npecnegoBaHue
npecTynsieHuin, coBepLueHHbIX B [lapKkHeTe u ¢
KpUNTOBaNOTaMMU

MeToaukn paccnenoBaHus B [JJapKHeTe

& INIG2
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Go gle .

» ‘ reﬁén‘
CNN ?
v blng

Y Kcademicdatabites

i
&

Medical records

Financial reci?r\d_s

Legal doc&meﬁts

Some scientific reports

Some government reports

Subscription-only information

Some organization-specific

repositories 96% of

content on

A A \ a4/ the Web

A\ $ (estimated)
& N \v\» &

-~

TOR

Political protest

Drug trafficking and other
illegal activities
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MoBepXHOCTHbIN UHTEPHET,
Fnyboknun nHtepHer n lapkHer

[MoBEPXHOCTHbIN UHTEPHET

* Bce, 4TO MOXHO HalTK € NOMOLLbIO 0ObIYHOM NoncKoBoM cnctemsbl (Google
Chrome, Safarint. a.),

[ny6oKUM nHTEpPHET

e Yactb BCGMVIpHOﬁ cetTn, HeAOCTyNHaA NONCKOBbIM CUCTEMAM
e HeT cneumnasibHbIX MHCTPYMEHTOB, MPOCTO HYXHO 3HATb, r4e NUCKaTb

e To, YTO HE MOXKET HalTK Balla 0bblYHAsA NOUCKOBAA cMcTeMaA (rocyaapcTBEHHbIe Ha3bl
AaHHbIX, BUbanoTekn n 1. A4.)

TemHaa naytuHa / JlapkHeT

e Buza CETU, K KOTOPOMY HEBO3MOXKHO MOJTYYNUTb AOCTYN B HOPMAJIbHbIX PEXMMAX
e Hebonbluas YacTb rMyOOKOro MHTEPHETA, KOTOPAA CKPbITa YMbILI/IEHHO

e [lpeAHaMepPeHHO CKpbITaa 1 HeAOCTYyNHan Yepes NonuckoBble cucTembl (ceTb Tor,
[OCTyNHas To/bKO Yepes bpaysep Tor)

(] [} M [y







JIyKoBble ceTun

@ ApxMTEKTypa IYKOBOW CETU NepBoHa4asibHO bblina

pa3paboTtaHa BoeHHbIMM - BMC CLLUA

& JlyKoBasA mapLipyTU3aLma OcyLLecTB/seTca npu

nomouwm WwndppoBaHua

& HanoxkeHune choes WwWndpa HANOMMHAET CAOU

JIYKOBUU,bl

® Tor HECKO/IbKO pa3 LWndpPYET AaHHbIE (B TOM Yncie
Ha3HaYeHue) 1 OTNPAaBAAET UX Yepes KaHa mygﬂryqa4ncrypted T
BblBpaHHbIX y3/108 ceTv Tor ._\m RS SR

="}
1

Tor client

Tor : L
=4 network "“ Destination

z&\ = '.:
Middle relay m

Exit relay

& INSIG2



JIyKoBble ceTun

@ Bo BpemA AocTyna K NOBEPXHOCTHOMY MHTEPHETY
Balll KOMMNbIOTEP HaNPAMYO 0OpaLLLAETCA K cepBepy,
m Ha KOTOPOM pa3melleH Beb-canT

B 1yKOBOM ceTn npsimas CBA3b HapyLLUeHa, U AaHHble
NPOXOAAT Yepes paa NocpeaHMKOB, NpeXae Yem
m OOCTUTHYT Lienu

Tor - 3TO NoNyNAPHbIN IYKOBbIA MapLLUPYTU3ATOP,
KOTOPbIN A0CTaTOYHO YAobeH Ana aHOHUMHOM CBA3U
m W JOCTyneH Ana 60/bLWLNHCTBA OMepaLmMOHHbIX CUCTEM

MoXKeT TaKXe Ncnoab3oBaTbCA ANA aHOHUMHOIO

UCMNOo/1b30BaHUA pECpr'_(')"I?MI;I;)Be PXHOCTHOIO MHTEPHETAa
o



e

$ HOW Tor Works IEDJ Tor node

= =4p unencrypted link
—gp encrypted link P |

Alice b
= = = h
: & ‘ : - ey —

Alice’s Tor client

picks a random -

path to destination . ——"
server. Green links
are encrypted, red

links are in the -

clear. — =
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JIyKoBble ceTun

& ObecrneynBatoT Bally aHOHUMMHOCTb B MUHTEPHETE

— KaK B OTHOLIEHUN NHTEPHET-NONb30BaTENEN, TAK U B A ¢
OTHOLUEHUU nU3gatenen seb-canTos

— MpaBUTENLCTBEHHbIE YYPEKAEHNSA TEOPETUYECKN CMOCOOHDI
OTCNE}KMBATb AENCTBUA HEKOTOPbLIX UL,

— OYyeHb CNOX¥KHO, He0bXOANMO OrPOMHOE KOJINYECTBO
pecypcos

— He Bcerpga ycnewHo

@ INIG?
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KTo ckpbiBaeTca 3a TeHAaMM [lapKkHeTa?

Public Government Criminals xHATs Terrorists Qe
i S 8 2
—e Politically —e Agencies —e Drug Cartels —e Script Kiddies —e Political Terrorists
Oppressed
PP C o . —e White Hats —e Environmental
|+ Socially —e (ontractors —=e Organized Crime — Vulnerability Teiibrists
Disenfranchised Researchers - .
——e Researchers —= Human Trafficking — Ethical Hackers * Religious Terrorists
—e Whistle
Blowers —e Gray Hats
—e lllicit Product/ — Hacktivists
Service Buyers e Black Hats
- Botmasters

- Financial Hackers
— Hackers
-~ Trolls

(] [} M [y



Ncnonb3oBaHue

[lapKHeTa
o BOEHHbIe, NnpaBuUTeIbCTBEHHDbIE U NMPAaBOOXPaHNTE/IbHbIE
OopraHn3aunmm sXxoaAT B HNC/10 OCHOBHDbIX no/sib3oBaTenen
— MCI‘IO!‘Ib3yeTCFI MNOCOJZIbCTBAMW MPaBUTE/TIbCTB A/14 OTMNPaBKU
KOHPUAEHUNANbHBIX MMCEM M 3aLLLMTbI pa3BeaaaHHbIX

& OcobeHHO nonynspHbl B CTPaHaXx € LLleH3ypon U
TIOPEMHbIM 3aK/IF0YEHUEM MO MOJAUTUYECKUM

coobparKeHnam
— CBob0aa OT NOTEHLUMANbHOIO YrHETEHUA
— CB0b60OAa OT MOHUTOPUHIA CPEACTB CBA3MU

@ JlocTtyn K 3a6/10KMPOBaHHbIM MHTEPHET-CaTaM, Ha
KOTOPbIX AENCTBYIOT OFPaHUYEHUA

— Hanpumep. Koraa pexxmm Mybapaka B Ernnte 3aKkpbin gocTyn B
NHTepHeT, nonnTnyeckne ANCCUaeHTbl MCNOAb30Ba/IN AaPKHeT
Tor pna noggeprKaHmMA CBA3N C OCTa/IbHbIM MUPOM

& INSIG2



Ncnonb3oBaHue
[lapKHeTa

@ Monb3oBaTenm aomawHux MK ¢ uenbio 3awmTbl cebas

NHTepHeTe

»® AKTUBUCTbI N PEBONOLIMOHEPDLI CO3Aat0T
OpraHmM3aumu, He onacasnchb BblAATb CBOE MOMOMKEHUE
NPaBUTENbCTBAM

- AKTMBWUCTbl aHOHUMHO cOO0DbLLAIOT O HapYLLUEHUAX

» TeppOopPUCTbI TaKHKe UCNO/Ib3YIOT Ero NO TEM Ke
NPUYMHAM, U NO3TOMY Hanbonee U3BeCTHbIE
NoNb30BaTENM JAPKHETA - MPecmyrnHuUKU

& INSIG2



cnonb3oBaHMue

[lapKHeTa
& MecTo TOpProBau 3anpeLleHHbIMM ToOBapamMmu
— HapKOTUKMU
— OrHecTpenbHOe opyXKune
— 3anpeLeHHble 3pOTUYECKNE maTepuansl
— KoHTpadaKTHbIe ToBapbI
— YKpaaeHHble KpeauTHbIe KapTbl
— [lporpammbl-BbiMOratenm
— HaemHble ybuimncrea

& Toprosble nnowaaku Alphabay, Silk Road 3,
Dream Market, Valhalla ...

& INSIG2


https://lchudifyeqm4ldjj.onion/?ai=552713
https://lchudifyeqm4ldjj.onion/?ai=552713
https://darkwebnews.com/darkwebmarkets/alphabay/
https://reloadedudjtjvxr.onion/
https://reloadedudjtjvxr.onion/
https://reloadedudjtjvxr.onion/
https://lchudifyeqm4ldjj.onion/?ai=552713
https://silkkitiehdg5mug.onion/
https://silkkitiehdg5mug.onion/
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KpuntoBanioTbl, UCNONb3yemble

B [lapKHeTe
& Toprosble N/IOWaAKU UMeNN KNtouyeBoe 3HaYeHue 72
ONA Pa3BUTMA KPUNTOBAMIOT A 4

— OCHOBbIBAOTCA HAa AEeUEHTPaAMN3aLUN N YCUNEHHbIX Mepax
6e30MnacHOCTU

— KoHdUaeHUManbHOCTb M aHOHUMHOCTb KPUNTOBANIOT

@ Bjtcoin, Litcoin, Peercoin, Primecoin, Namecoin, Ripple,
Quark, Freicoin, Mastercoin, Nxt, Auroracoin, Dogecoin
n ap. 1

@ INSIG?
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Cryptocurrencies: 1610 + Markets: 10688 - Market Cap: $458,909,198,682 -+ 24h Vol $30,933,152,40

€ Bitcoin (e1c) $9,722.26 uso (5.52%)

1.00000000 BTC (0.00%)

Circulating Supply Max Supply

$165,418,420,544 USD $9.774,560,000 USD 21,000,000 BTC

4 Ethereum

i= Message Board
iE Message Board 2
A& Source Code

L J Coin [ mineabe |
@ Bitcoin Cash

& Historical Data

Bitcoin Charts

.

€

" —

Linear Scale LogScale ;] =

From | Apr 28,2013 | To | May4, 2018 |
# Cardano )

@ Litecoin

10 W NEO

24h Vol

:

$20,000.00

$15,000.00

$10,000.00

$5,000.00

s0

Mav 18
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BUTKOUH

& BuTKOMHbI ncnonb3yotca ana nposegeHNA aHOHUMHbIX #
onepauuu
A ¢

@ U KpUNTOBaNIOTHI, U 3aKPbITbIE CETU ABNAOTCS

NpPOeKTaMu ¢ pacnpeaeneHHom ob6paboTkon AaHHbIX
- TpebytoT, 4Tobbl NCNONB30Ba/IaCb CETb M3 KOMMbIOTEPOB,

NPUHagNeXallUuX YacTHbIM IMLAM, BMECTO OJHOrO MOLLIHOTO Beb-
cepBepa, NPUHAANEXALLEro KOMMNaHUM




BUTKOUH

@ BUTKOMH = BUPTYa/ibHble AEHEKHbIE CPeaCcTBa

— dopMa AeHEeKHbIX CPeacTB, KOTopasa 0bbegnHAET
OlHOPAHroBbIn 06meH dpannamm BitTorrent n wmnpposBaHme
C OTKPbITbIM K/1HOYOM

— Co34aHa B KauecTBe BO3HArpaXKAeHMWA 3a BbIYUCAUTENbHYIO
06paboTKy AaHHbIX = MAWMHWHI

— MMonb3oBaTeNn NPOBEPAIOT M 3aNMUCHIBAIOT NNATEXKM B
ny6anuHbIG peectp = B/TOKYENH

* B/IOKYenH cogepKnT BCe onepaunm, cCoBepLlleHHblie ¢ BUTKOMHaMM 3a BCe
Bpems

* HoBbl 610K reHepupyeTca Kaxkaple 10 MUHYT = rpynna onepauum

* [locTyneH Bcem, 0OHOBAETCA MallHEPaMU, KOHTPOJIMPYETCA BCEMMU, HE
MPUHAANEXUT HUKOMY

— Bbinnatol coBepLlaloTCA He pea/ibHbIM N04AM, a HA a4pPeEeCa

* JlocTynHbl AnA Bceobllero o03HakomneHus B 610K4enHe
@' INSIG?



BUYER
Buyer purchases

Bitcoins

Buyer moves bitcoins from
personal bitcoin wallet to
darknet market account

Buyer makes a purchase in the
darknet market

Bitcoins are released and seller (Vendor)
gets paid in bitcoins in the darknet
market account of
the seller

Bitcoins are held in escrow
until order completed

Seller moves bitcoins from
darknet market account to
personal bitcoin wallet

B—>

SELLER Seller exchanges = o

bitcoins to real cash




3aKOHHOCTb

& Bce KOMMNOHEHTbI, UCNO/Ib3yeMble PbIHKAMKM AapKHETa
(Tor, 6uTKOMNH, VPN) ABNAIOTCA 3aKOHHbIMMU

& He3aKkoHHble nakeTbl 06bIYHO NpPoOoXoA4AT He3ame4yeHHbIMU

— Pa3paboTaHbl Taknm 0bpa3om, YTobbl NX HE 3aMETUNN
— [NloyTOBbIM cny>|<6aN\ U noinunm 3anpeweHo 3aKOHOM
OTKPbIBATb MNaKeETbl, KOTOPblIEe HE ABAAKOTCA NOA4O03PUNTE/IbHbIMUA
& [ake ecnr Bnact KOHPUCKYIOT HE3AKOHHbIM NAKeT,
MHCTPYMEHTbI LUNPpPOBaHNA obecneynBatoT OTCYTCTBME
Nnerkoro cnocoba AoKa3aTb B CyAe, YTO OTNPaBUTENb AN
nosy4yaTtenb Ha CaMOM Aene CoBepLUnA onepauuto

— Y70 NnakeT He Bbln NPOCTO C/Iy4aMHO OTNPAB/IEH HAa HEMNPABWUJ/IbHbIN
agpec

& INSIG2



FOpucankuuma

@ CepBepbl MOryT 6bITb B /1DOOM TOUYKE MUPaA
— KTOo umeeT npaBo AOCTYNa K AaHHbIM?
@ [NocTaBWMKM U NOTPeBUTENN B Pa3HbIX MeCTax

— Hanpumep, noapocCcTKkn B [lepTe MmoryT B OrPOMHbIX
KO/IMYeCcTBaX NOKyNaTb 3anpeLlleHHble BelecTsa y
annepa B CnaHee

— CnokHaa mexXrocyaapcrBeHHana puUcanKums

& INSIG2



3HaHUA

& VIHTepHeT, rnyboKas nayTMHa 1 TeMHasa nayTuHa
& JIyKoBble ceTu

& KpuntoBanioThl

— BUTKOWH

— BbaokyenH

@ MeToap! WWMdpPoBaHMA

@ CynebHoe npaBso

& INSIG2
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& CnoXxHoe wudpposaHue it
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UccnepoBaHue papKHeTa

[y ,ﬂ,apKHeT MOHUTOPUTCA NMPaBOOXPaAHUTENIbHBIMWN OPIraHaMM
— BnapgetoT n ynpaBaatoT 4OCTaTOYHbIM KOAMYecTBOM Y3108 Tor ans

noay4yeHua nHdopmaumm

— MOHUTOPUHT COUMANbHbBIX CAUTOB
* CanTbl TEMHOM NAYTUHbI YaCTO PEKNAMUPYIOTCA Ha COLMANbHbIX CanUTax

— [lony4yeHne CHUMMKOB KarKa0oro HoOBOro CaiTa cpasy Noc/e ero
obHapyXeHus

— KaK To/1IbKO TeMHbIN Beb-cauT byaeT HangeH, Heobxoammo
3arpy3nTb U BHECTU ero B 6a3y AaHHbIX Ana byayuiero
cemaTMyecKoro aHanmsa

* [1nA cpaBHeHUA
— AreHTcTBam H6€30MacHOCTM cneayeT co3aaBaTb 6a3bl AaHHbIX

ANNepoB TEMHOW NAyTUHDbI
* [lnnepsbl nepexogAaT C PblIHKA Ha PbIHOK
— AHanun3 Beb-A4aHHbIX KJIMEHTa C Lie/1blo NOUCKA NOAKAOYEHUIN K
HECTaHAAPTHbIM AOMEHAM
* KOHTPOMPYIOTCA TO/IbKO MYHKTbl HA3HAYeHUA, @ HE Te, KTO K HUM
noAaK/o4yaeTca O INSIG2



UccnepoBaHue papKHeTa

& Cantbi-noBywKn Honeypot, npeaHa3Ha4YeHHble AnA
NOMMKN NPEeCTYNHUKOB

& MNpn ncnonb3oBaHmMm cetn Tor MOryT BO3HUKATb YTEYKMU
yepes HaACTPOUKMU

& [laTcKkaa noanumua BHeApUAa MeTOAMKY NOUCKa U cyaebHoro
npecnenoBaHMA NPOAABLOB Ha PbIHKaX AapPKHETa

— AHann3 6N10KYENHOB, a TaKXKe METOANKN NAEHTUPUKALUMN KTNEHTOB U
NPOTMBOAENCTBMA OTMbIBAHUIO AeHer U GUHAHCUPOBAHMIO TEPPOPU3IMA
(MOAPT) c nomowbto 06MEHHUKOB OBUTKOMHOB

— AHanm3 610K4YEMHOB A1 NOATBEPXKAEHMA TOro, YTO aZpec A0CTaBKU
YKa3blBaeT Ha KOHKPETHYIO onepaumio ¢ BUTKOMHaMM

& INSIG2
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Henaemblie KOHEYHbIe TOUYKM

3HayeHuA

[aThbl

~

~

[
]

o [lpyrumm agpecamu
e [lpyrMumu Kowenbkamm

CybbeKTbl peasbHOro mmpa

[TOKYNKU B peaibHOM Mmupe

N
]
| I W
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UcXoaHble TOUYKHU

o NaeHTndukaTop agpeca £,
NaeHTMPMKaTop onepaumm

5

& 3HaYeHune

@ Pa3Beska Ha OCHOBE OTKPbITbIX MCTOYHUKOB (OSINT)

Source address 15VtCPFBKPPRNGk7F1aiB8ciYp87gXykHg . i
Destination address 19GL1k3i8K6ubwHfQSzaToM4ZRafVrsnwf 'f. w
Transaction ID 141¢c19749e80326d48103dc9bh106c6a63007435600b7ebdcb6a40677068b21fa LEIM

@ INIG?



TenedoH/HOYTOYK

e YcTaHOB/IEHHbIN SPV-KANEHT

AnnapaTtHbIK Kowenek

Bnor/dopym nonb3osaTenei

¢ bitcoinTalk
e BitcoinForum

B/IOKHOT, KOHBEPT, KEMKMNE J1// .

Michele Tringali oy
@MichelcTringal )

Ritorna I'incubo #Terremotoltalia ... per
ripartire serve ache il tuo aiuto
1KBPod31YMGYDe2QcQDEussjVIH22GRhi1
bitalyquake.org
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[ Bitcoin for Earthquake— X | [1) P-Flow X [ P-Fiow X\ [} P-Fiow X 1 [Y B-Flow x \ [ P-Flow % /@) Viewthe profile of gavr %\ [1] P-Flow x
() [ & Secure | hitps;//bitcointalk.org/index php?action=profileu=5173

January 30, 2018,

| Welcome, Guest. Please Ingin or register.

News: Latest stable version of Bitcoin Core: 0.15.1 [Torent].

vl [ search |

| HoME HELP SEARDH DOMATE LOGIN REGSTER |
e

3, Summary - gavrilo

|

Picture /Text

Name: gavrilo
Posts: 261
Activity: 261

Merit: 250
Position: Sr. Member
Date

Ragisterad: April 03, 2013, 02:43:10 AM

Last Active:  Today at 03:23:08 AM

1cQ:

AIM:

MSN:

YIM:

Emalil: hidden

Website: BITCOIN, YOUR FUTURE NOW, First Bitcein
resource in Italian

Current o Offine

Status:

Skype: gavrilobte

Bitcoin ¢

address: 1gavriLo6TCYEEZKru4UD4FLFe6Yo7tah

Other contact ., . +39 340 3249622

info:

Gender: Male

Age: 123

Location: Veliki Obljaj, Bosnia

Local Time: January 30, 2018, 03:00:12 PM

Signature:
iloBTC - < financial -Bitcoin

member since 2012 - First Bitcoin ATM located in Italy - Udine -
Frigl since February 20th 2014 - mobie/whatsapp: 345-3249622 -

Skype: gavrilobtc

EREoom 1gavriLo6 TCyEEZKru4UD4FLFe6Yo7t9b
address:

Other contact
info:

mob. nr. +39 349 3249622

Additional Infor:

Show the last pasts of this parsan.
Show the last topics started by this person.
Show general statistics for this member.

& INIG2
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UHCTPYMEHTbI C OTKPbITbIM
UCXOA4HbIM KOAOM

.. P-
& Www.blockchaininfo.com Pt
& www.walletexplorer.com »@7’ !

& WWW.bit-cluster.com

www.blockseer.com

&

&

(] [} M [y


http://www.blockchaininfo.com/
http://www.blockchaininfo.com/
http://www.blockchaininfo.com/
http://www.blockchaininfo.com/
http://www.blockchaininfo.com/
http://www.blockchaininfo.com/
http://www.blockchaininfo.com/
http://www.blockchaininfo.com/
http://www.blockchaininfo.com/
http://www.blockchaininfo.com/
http://www.blockchaininfo.com/
http://www.walletexplorer.com/
http://www.bit-cluster.com/
http://www.bit-cluster.com/
http://www.bit-cluster.com/
http://www.blockseer.com/

N g ¢
T e

O6MEeHHUMKU U NOCTaBLUUKU KOLLUE/IbKOB

et Y,
Ly | ) SN 4%
wr‘-'}“ Aﬁ-"‘f.v g >

» B OCHOBHOM OLLEHMBAIOT MO YPOBHIO
NPUMEHAEMON NAEHTUDUKALNN KNNEHTA (KYC)"

’*i

. YAOCTOBEPAOLNN IMYHOCTb AOKYMEHT C
doTorpadpuen, popmbl agpecHon MHGoOpMaLUK ...

coinbase, bitrex, cubits

— NOKYC: agpec s3neKTpoOHHOM NOYTbI
* He KoHTpoaupytotcs (Mnoxon yposeHb KYC):
shapeshift, changelly

@ INIG?
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OnepauunoHHana cuctema Neutrino

7

/[ X-Flow nspect x'\ e - B8 x &
&« (¢ | @ Secure | https;//xflow.neutrino.nu ﬁ" q' ’Il BHa : ™4 / /
g AR
Logged in as John ~ W\

X-Flow nSpect

Q2-2018

Bitcoin Bitcoin Cash Ethereum Litecoin USD Tether

X-Flow version: 3.0 | Support | Copyright © 2016-2018 Neutrino srl

@ INBIG?
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& 2 e | @ Secure | https;//«flow.neutrino.nu/btc/wallets/57c742caebee 6309404 Gdf2#transactions < q, ‘ B a
€) X-Flow CExporer~ Graphs v  Tools»  Watchiist Search Logaed in as John =
Wallet
BitcoinTalk: gavrilo &
Summary Balance Time Patterns Addresses Tranzactions Peers RIzK Score Tools

No. Tansactions

2017-03-01 21:20:01 ( 2017-03-0203.31.08 )

prey 4231 USD
prev 33236 USD

2017-03-01 20:44:06 ( 2017-03-01 20:49:06 )

prev 58812 USD

2017-03-01 18:10:14 ( 2017-03-01 18:44:26 )

prev 31752 UsD
prev 27616 USD

2017-03-01 18:08:44 ( 2017-03-01 18:21:25 )

prev 127e1 uso

2017-03-01 02:47:34 ( 2017-03-01 02:50:55 )

prev 52421 USD

2016-12-06 01:13:44 ( 2016-12-06 01:37:57 )

124119 USD | 63921 USD

BitcoinTalx: gsvrilo
BitcolnTalk: gavrile

BitcolnTalk: gavrilo

13UDJLEZ7 yenb s Z0xq2 LCCURSIUBSXNO

AFXLLDNFHERVhER2YIVELULGIr6EN236Ti g

1€5235XC10I85Fcrul J0ckGpGEUFRADLIHX

BltTrex O

(3 BitcoinTalk: gavrilo &
17UnRQ] dQsMRaPuC LNKGRONFSVFSQuUICQD

23525 USD

c‘ KCNZsdL KL[K7K!,'5X eory
BitcoinTalk: gavrilo o

58812 USD

&) 1EC25yFSEESCTANKURSI1atKSaHeYUpRal o)
BitcainTalk: gavrila

- BitcoinTalk: gavrilo
19UTBIRFPYVNS yuKrurFACKaNrQSTuuhbn o)

< BitcoinTalk: gavrilo
BitTrex o O

[ (I 7 e

+ &

39887fbd2dcda7967 .. 8cic 1223756000 &

4280 USD  nex|
35257 USD  nexi

2f86891c28dbB0fed. . eeccea? 3245872290 &

23525 USD  mnex!
35286 USD  mnexi

1d05145ee5820c568...81431097bc2eal1a &

556 USD mexi
58812 USD  nexi

151bbbiSd03e0af4f . cddfeal0iebaSedl &

4281 USD  mexi
B419 USD  nexi

ebB8e2914582297746...7559bdb655166dd1 &

470 USD  nex|
51938 USD mnext

4101c189c3360M6E. 220c5901e68¢4100

o
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x/ [ X-Flow nSpect >\ (2] =} X

» C | 8 Secure | https;/xflow.neutrino.nu/btc/wzllets/5832ad172be= 1623624333 d6#balance ﬁ‘ a . lﬂ o :

© X-Flow Explorer~  Graphs v  Tools ~  Watchlist Search Q Loga=d in as John ~

.

Wallet

gavrilo (Luca Dordolo) o

Summary Balance Time Patterns Addresses Transactions Peers RISk Score Tools

20171212

Balance over time &

15
Reset zoom
0
5
0
16jan 17 23 Jan 17 30 Jan"17 05 Feb17 13Feb"17 20 Feb 17 27 Feb"1T 06 Mar 17 13 Mar 17 20 Mar 17 27 Mar 17 03 Apr 17
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P-FLOW  Explorsr~  Graphs =  Tools »  Watchlist Search Q Logged in as demo fin =
Summary Details Wallets Scripts Risk Score
2016-11-18 15:45:41 ( 2016-11-18 1611416 ) 120a69951r10c501355C7bb28£162580806452897 4ea44d4crcherBebrs189873 na
prev. 9.919773 BTC Invisible Emplre Jigsaw Co Invislole Emplrs Jlgsaw o 2.20367085 BTC nexl
LocalBitcains © 0.016 BTC next
x
@
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z
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2

PFlow version 2.5 | Support | AP | Gopyright @ 2016-2017 Neuliino il
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KpumunHanucrnyeckoe

paccsieaoaHue
& [lpoBepuTb peecTp
— [yTb K ucnonHaemomy dpanny Tor-6pay3epa
@ NpoBeputb pagefile.sys

— MoxeT coaepraTtb UMA ncnonHaemoro danna Tor-
bpay3epa

@ [1poBepUTb MKOHKM
— 3HAYOK 10roT1na ¢ n3obpakeHnem nykKa
& MNpoBepuTb YnperxaatoLlyto BbIDOPKY

— MoxeT coaepKaTb 3anucu npunoxeHuin Tor-6paysepa

D MNonb3oBaTe/IbCKUN KapPBUHT AaHHbIX

& INSIG2
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TO C/I0XKHble YC/I0BW

33N POBAHHAA MHPO P A———

[lceBAOHUMDI

Cny»ut ana obecneyeH

HenocToAHCTBO AdHHDbIX

e E)XXeAHEeBHble U3MEHEHUA

@ INBIG?




3aKknuyeHue

MOHUTOPUHT TEMHOM NAYTUHbI AONXKEH CTaTb
NPMOPUTETOM

KpnnToBantoTbl CTAHOBATCA OCHOBHbIM LLEHTPOM
BHMMAHWA ANA noapasaeneHnn no bopbbe ¢
KnbepnpecTynHoCTbIO

[paBUTENBLCTBA, TEPPOPUCTDLI, NPABOOXPAHUTENbHbIE
OpraHbl U NPECTYNHUKN ABASIOTCA OAHUMM U3
OCHOBHbIX NO/Ib30BaTe/Iel cpeacTB CBA3U AaPKHETa

@ Jlerko NoAy4YUTb AOCTYN K AAPKHETY U JIETKO €ro

o

UCMNOJZIb30BaATb

Ncnonb3oBaHMe Tor He NPOTUBOPEUYUT 3aKOHY, HO
Bbl3blBaeT N0403pPEHUA

BUTKOMHbI U AApPKHET 3aTPYAHAIOT OTC/IeKMBAHME
NOTOKa AeHer @ INSIG?
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< «Kak c aTum b6opoTbca? -

@ (O6pa3oBaHue

— Y MIHTepnona ecTb AaBHO AeUCTBYOLWME 0Opa30BaTe/IbHbIE 4
nporpammbl Mo AapKHETY, npeanaratowme obyyeHme Tomy{,/;gf fz
KaK UCNONb30BaTb TEMHbIE PbIHKW, B3aMMOAENCTBOBATD C A !
OTAE/NIbHbIMU NLUAMU N OTC/IEKUBATL UX, A TaKKe

6!'IOKMpOBaTb AeATEeNIbHOCTb OCHOBHbIX NMOCTABLWMNKOB

— MpodeccmoHanbHbie Kypcbl, MPOBOANUMbIE
cneunanmsnpoBaHHbIMM KOMNAHUAMMU




N

s ——
oo
PR e AR B



mailto:savina.gruicic@insig2.com
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