WWW.lap-asseciation.org
[nobanbHanA NPQKYpPOpPCKasa CETb MO NPOTUBOAENCTBMUIO

SNEKTPOHHbIM NMPecTynaeHnAM
info@iap-association.org

Y @iaprosecutors
Co3aaBas yCA0BUA A1 MeXAYHapOaHOrO,
OCHOBAHHOrO Ha 3HAHUAX,
KOOPANHUPOBAHHOIO NOAX0AA K YrO/IOBHOMY
@ GPEN NpecnefoBaHWio KMbepnpecTynHocTH



MexxayHapoaHan acgcolu,muau,m NPOKYpPOPOB

* EAMHCTBEHHAA BCEMMPHAn accoumauma NpoKypopos
* HenpaBuTenbCTBEHHAA, HENOAUTUYECKasd OpraHu3aLms

* Co3naHa B 1995 roay n umeet 6onee 172
OpraHM3aLMOHHbIX Y1eHoB n3-bonee yem 171
rocygapcTtBa, NpeacTaBNAOWNX BCe KOHTUHEHTHI, a
TaKXe BK/Ilo4aeT MHOXeCTBO MHANBUAYA/NbHbIX
Y/1eHOB.




Lenn MAIT
 ConeictaoBaTb 3bdeKTUBHOMY, CpaBeaIMBOMY U
AEeNCTBEHHOMY NpecsieA0BaHUIO YIO/IOBHbIX MPaBOHapYyLLUEHNM

* [lopnepMBaTb CTaHAAPTbI LLENOCTHOCTU, NPaB YeoBeKa U
BEPXOBEHCTBA 3aKOHAa *

* CopencTBOBaTb Pa3BUTUIO MEXAYHAPOAHOIo COTPYAHNYECTBA
MEX Y NPOKypopamm

* CnocobcTBOBaTh Nepesayve nepeaoBoro onbiTa U Pa3BUTULO
No06pbIX OTHOLWEHUN MeXay OTAEeNbHbIMM NPOKYPOpPaMM,
BEJOMCTBAMMU N MEKAYHAPOAHbIMU OPUANYECKUMMU
opraHusaumnaAmm



rIC3MN

[TIC3I1 — 3710 BUPTYabHaA ceTb ANA NPOKYPOPOB.,
CNEeLUMANN3UPYIOLLMXCA HA 3/IEKTPOHHbIX MPECTYN/IEHUAX.

3a €€ AeATeNbHOCTbIO HaAa3npaeT KomuteT BHYTpu MATII.
Haxoautca Ha cante MAT n nogaepxusaetca cunamm MATT.

Mbl Npocum Kaxkaoe rocygapctso-yneH MAT 3apernctpmpoBsatb
oAHOro nnn 6onee NPOKYypPOPOB CANELMA/IUCTOB NO INEKTPOHHbIM
npecTtynaieHnAam B KayectBe KOHTaKTHoro aunua MCarl

[TIC2I1 noowpAeT pa3suUTme mexayHapoaHoOro coTpyaHm4ecTsa
NO 31EKTPOHHbIM NPECTYNNEeHUAM MeXAay rpucanKumamm

) cren



rnean (2)

* [Mlo3BONSAET BCEM HOPUCAMKLMAM pa3paboTaTth
KOOPAMHMPOBAHHbIN NOAX0A ANA AOCTYNA K MUHPOPMaL UK
1 yyebHbIM MaTepuanam un co3gasatb MeToabl ANA paboTbl
C SNEKTPOHHbIMU NPECTYNNEHNUAMMU | *

* CHM>KaeT aybnmpoBaHuMe y4ebHbIX MaTepmnanos N BHeapAeT
CYLLECTBEHHOE CHMKEeHMNEe PacxoaoB

* MNoowpaeT obmeH 1 pacnpocTpaHeHne NnepeaoBoro onbiTa

e [lenaet obmeH BaxKHOU MHOOPMaLMEN N AAaHHbIMU
bbICTPbIM U 3PPEKTUBHBIMMU.

) cren



rnean (3)

MpenocTaBnseT 6asy AaHHbIX KOHTAKTOB KOINEr-NPOKYPOPOB
CNeLManmcToB No 3NEKTPOHHbIM NPECTYIIIEHUSAM NO BCEMY

MNpy ;
MpenoctaBasaeT ANCKYCCUOHHbIN dopym Ana obmeHa
BOMNpPOCaMM N COBETAMMU :

NpenocTtaBnsetr GBUBANOTEKY MaTEPUANOB MO 3NEKTPOHHbIM
npecTynieHnAM: HauMOHa/IbHOEe 3aKOHOAATENbCTBO U
TO/IKOBaHWeE nNpaBa

Co3paeT BMPTYanbHbiM MN0b6aNnbHbIN NPOKYPOPCKUN KONNEOX

MO 3/1IEKTPOHHbIM NPECTYN/IEHUAM, COAepKaLmim 6a3y
NAHHbIX MO NOArOTOBUTENbHbIM KYPCaM U NPE3eHTALMUAM



[lepBas ocbmu,maﬁw,an BcTpedya Komurtera
[T1C3I1 B BaxpenHe B pepane 2010 .

@8y GPEN

Global Prosecutors E-Crime Network



KomuTeT FNCIM

* XaH Mopaan, HaLLPIOHaanbIl‘/JIé‘-IﬂeH EBpotocta oT HuaepnaHaos,
npeacenatens [MCIA

 [Ip. Ann ®agyn Anb byaHaH, leHepanbHbIn afTopHeP’l, KoponeBCTBO
baxpewnH ° |

* Popu dung, 6bIBLUNIN ANPEKTOP CAYKObl MO YrOAOBHbIM
npecneaoBaHnam, bepmyabl

* Yeon-Kio XyaHr, MasHbIn npoKypop, Ceyn, HOkHaa Kopes

[lomoratorT:

e Jctep [opaxK, seaywmm KoHcynbTaHT MCIM no
KnbepnpectynneHnam mn bbiBLUMK CTaPLLINA NPOKYPOP U NOANTUYECKUN
coBeTHUK, KI1C

* Capa J/leHHapAa-bpayH, moaepaTop

& =N
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Raising standards for Prosecutors worldwide; improving
international co-operation to combat crime
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e A1ANTUBHbIN AU3ANH U
oTobparkeHue Ha
LUIMPOKOM MOAE/IbHOM
pAae CMapTPOHOB

<

IAP  GPEN |M TIPP  RUSSIAN

&
Raising standards for Prosecutors

worldwide; improving international
co-operation to combat crime




JlomallHAA CTPaHML3
BM CO CMapTPOHa

Bua co cmapTdoHa
MCAONb3yeT

TEXHONOMMM AN3anHa,
TaKMe KaK MEHIO U
CCbIZIKN Ha 2/1EMEHTbI
CTPAHULbI, ANA
SKOHOMMUU
MPOCTPAHCTBA

Siobal

Prosecutors E-Crime




IAP  GPEN 'Fn.l TIPP  RUSSIAN

JoMallHsAA cTpaHuua
MC3M ana - @ GPEN

3dPErMCTpmpoBaHHOIO ° CQ?oré}ﬁaiQé”ai?%;%Eata proseotiting Gybercrime
[NO0J/1Ib30BATE/A,
ANHaMNHECKOE

coaepraHue

email GPEN@iap-association.org
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[T1Call

Date

Location:

GPEN@iap-association.org

) FrOSECULOrs phone: (The Netherlands) +31 7
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s Of Course

S

Pre Course Requirements

Course Objectives

CA

Aim

ICJ | TIPP RUSSIAN

@ GPEN

ENTRE
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GPEN LEARNING

TIPP  RUSSIAN

B GPEN

[TCaMN —

N LEeHTP

B cpepe bopbbe

3 YPOBHA MOATOTOBKU U
MHTEPaKTMBHAA NOAIOTOBKA
KnbepnpecTynHOCTbIO

YyebOHbl



@ International Association of Prosecutors . @ Intemational Associstion of Prosecutors ... | +
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NOMOHATHLCA =S

o HACKING AND
UNAUTHORISED ACCESS

king and unauthorised access t ute:

Glossary

Description: Guid

onventi

Organisation / Country of Origi
Date: June 2013

Author: H M

Director, OLE

S \

INTERNATIONA! Organisation/Country of origin: nputer 1‘ “ A\ & «
C g rime and Intellectual Prop 4 \

Download Guidance

Date of publication: 2010 \ 4 “

uidance Note 6 Critical information infrastructure attacks

Guides and Manuals

Best |

Mobile Threats

Description: Agood introduction to the subject of Online and Mobile

Author: Lond
Anti-Abuse Working Grouf
Organisation/Country of origin: United Kingdo
Date of publication: October 2012

Download Best Practice to Address Online and Mobile Threats PDF

Global assessment of the
impact of cyber crime

www.iap-association.org/GPEN/ Library
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2014-15 — nepsble 4
BebnHapa
C 2015 roaa
BeOUHapbI I
NPOBOAATCA

eXemecavHo : | . |
GPEN Webinar
Global Prosecutors E-Crime Network .

Sandra Stibbards

Open Source Intelligence: How to use open
source information as intelligence

= S

Jlobal gotomeeting.com /1o 956545, O ~ @ Citrix Online LLC[.. & ff - Join | GotoMeeting ﬁ“ :

@ cren

KA

Meeting ID: 966-849-205 | Meet Now Now viewing Sarah Lennard-Brown's screen v
il s
. GPEN

Global Prosecutors E-Crime Network




BebunHapbl OKa3biBatOT
bonblLOe BAUAHME
[1aKnUCTaH - 28
MPOKYPOPOB Ha

BebuHape NMCIAMN |
MaBpPUKNK — peryasapHo
bonee 20 npoKypopos

tOAP — Hecko/1bKO
MEHbLLWX rpynmn
LLloThaHamnA — AreHTCcTBO
no 6opbbe C
KnbepnpecTynHOCTbIO
JINXTEeHLWTENH —
AreHTCTBO NO Bbopbbe C

iy




HoOBOCTHaA paccbl/ika
TC3M
MHTepBbLIO C
BTOPUTETHBIMM NNLLAMMN
MWPOBOTO 3HaYEHMUA
npeaCcTaBAAOT
OCHOBHbIE PaKTbl O TeX,
KTO cnocobcTByeT
NPOABUKEHUIO
YFOJIOBHOIO

npecnenoBaHUA
KnbepnpecTtynaeHuun.
Bce HOBOCTHbIe
PACCbINKU

Greatest influencers

Greatest influencers Greatest influencers

Greatest influencers

Each month we introduce an individual who

Each month we introduce an individual who has shown thought leadership within the G
community by posting on the forum. This month we profile Wu Zhih Cheng a public pro
Chinese Taipei, who posts as James Wu on the GPEN forum and started an interesting ¢
the possible need for a global internet police force.

community by posting on the forum. This mi
from Toronto in Canada. Allison has kindly a,

prosecution of digital crimes against childrer
con —
L bl

content relating to this subject area is kept L

welcome Allison and we are actively looking Infc

Kin
pro g
evit

bos

cull

Mo
Infe

\ Kiny = o
Greatest |nﬂ uencers he Deputy Minister (Chief Prosecutor) for Cr

riutiva Cammittaa Mamhar Af IAD Eram 200

Each month we introduce an individual who ha: Greatest |nﬂ Uenceri
community by pasting on the forum. This mont N
prosecutor with The Crown Prosecution Service Each month we introduce an individual who has shown thought leadership within Greatest influencers

project. community by contributing to the forum. This month we profile Daniel Burgermei:

o e 3 Prosscutor for the State Prosecutions Office of the Canton of Saint Gallen in Swit Each month we introduce an individual who has shown thought leadership within the GPEN

Prosecuti
South Eas

been active in the GPEN forum recently with some interesting contributions to the community by contributing to the forum. This month we profile Lars Lichtenstein who works as a

the retrieval of Digital Evidence from Apple devices. Senior Prosecutor in the office of the Director of Public Prosecutions in Copenhagen. Lars is also a

specialist in the prosecution of cybercrime and child abuse cases and is an active member of the

youth cri 1 asked Daniel to tell me about his career GPEN editorial board.

In the lats cybercrime: ”

compute Lars Lichtenstein started his career as Head of Section at i

course in “I graduated in spring 2007 from the Univ  the Danish Ministry of Justice in 2001 where he mainly t

develope Switzerland with a Master's Degree in Lav  dealt with legislative work — primarily within the field of i

decided t criminal law and criminology. After two ir - criminal law. In 2004 he moved to the Parliamentary ;
State Notary's Office and a State Prosecui  Ombudsman who investigates complaints about the public 3

:;If:eoi:: Canton of Saint Gallen in Switzerland) | p: administration. After entering the prosecution service in i

sought to of the canton of Saint Gallen. Since April . 2003 he was appointed Senior Prasecutor in the Office of

cyber-crir working as a Prosecutor for the State Pro.  the Director of Public Prosecutions. .

around tt the Canton of Saint Gallen. In addition | a

thrae day course which gave prosecutors a firm a Master's degree in criminal investigatio Currently he deals with criminal law and criminal

d t th tical level, f le: taki
needed, including how computers work, interp procedure at a more theoretical level, Tor example: taking

mutual legal assistance etc.

Advanced Studies in Forensics, University

improve my investigation skills. My daily part in the legislative process, assisting the local police

) - - districts in complex matters and working with the
N ; kind of criminal cases, from offences agai
As time has progressed we have developed ar

types of cyber-crime for example during the rur

cooperation between the police and the prosecution

violent crime to sexual crime to drug rela

. . . . service. Lars has also been part of a number of national
enabled Intallectual Proparty Crime became an was the youngest prosecutor in my office for guite some time (I was elected asa p

Property Office (another Government departm 282 of 27, fortunately by now there are also younger colleagues) and because of r

forums and working groups conmcerning the investigation
our existing cyber-crime model. This was then ¢ Information Technology | was appointed by my superior to investigate ICT related and prosecution of cybercrime, especially child abuse

prosecute offences much more quickly and effit such investigations. In this regard | created a small manual for my colleagues for IC cases where, on several occasions he has advised the

. R Council of Europe as an expert.
investigations.

This fluid flexible approach to the prosecution ¢
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IAP

International Association of Prosecutors

Raising standards for Prosecutors worldwide;
improving international co-operation to combat crime

Edit profile

Tweets Tweets & replies Media Whom to follow - Refresh

@iar AP e = eContext ;
The International Association of g -(“.' Check out the |IAP's Forum for o =

Prosecutors - the only worldwide

otganieaion ot prasecilos, willi over International Criminal Justice (FICJ) April N -
170 organizational members from over neWS|etter Wlth Commentaries news & fﬁ Nuh Hiiseyin KOSE
! ( 2+ Follow

2+ Follow

145 jurisdictions . A o IEICJ/Lib =

G more lap-association.or iorar

¥ithe Hagte P 9 y y Mustafa Karadag
& iap-association.org % <

=] Joined December 2013 : B Follow

Find friends

IAP s - A
30 Photos and videos @ GPEN webinar on E-Court Criminal Trials: Challenges & Solutions
“%" 19th April - see the newsletter iap-association.org/getattachment/._.




PernoHanbHbIN TpeHUHT 15-1

BaxpeitH, man 2015 roga
MNepsbin TpeHuHr MC3MN npwu
y4acTUM NPaBUTENLCTBA
BaxpenHa n npeacrasuTenemn
apyrux ctpaH CCAITI3

HKO>XKHOTUXOOKEeaHCKUM
pernoH — peBpasib
2016 roaa,
COBMECTHbIN TPEHUHT B
ToHre npu y4actum
npaBmnTeNbCTBa TOHra,
CekpeTtapuaTa
CoppyrkectBa u CoBeTa
Esponbl

BocTrouHas AppuKa —
TpeHuHr B
Pecnybnunke .
MaBpuKum

COBMECTHO C

. CoseTtom EBponbl n
NPaBUTENLCTBOM
Pecnybanku
MaBpUKUN, NONb
2017 roaa

3anagHaa AppukKa —
TpeHuHr B Hurepuwm
coemecTHO ¢ KOBAC u
CoseTtom EBponbl,

Ha4ano masa 2016 roaa

LleHTpanbHaa A3us
u BoctouHaa EBpona
— TPEHWUHT B
AzepbangKaHe
COBMECTHO C
CoBetom EBponbi #
NPaBUTENIbCTBOM
A3epbangrkaHa,
oKTAbpb 2017 roga




- PernoHanbHbIV TDEHUHT B

N0/ITOCPOYHON Nepcnex:

‘me 18-20

* TpeHnHrn no obyyatowmm cemuHa

DaM

* ObbeanHEHNE permoHasibHbIX COOOLLECTB C LieNbto
COAENCTBUA COTPYAHNYECTBY Pa3HbIX CTPaH

* COTPYAHMYECTBO C K/IHOYEBbIMM MapTHEpPamMm

* K yyactuto npurnallatoTca Apyrme opraHmsaumm, B Tom
yncne Coset Eeponsbl, CeKkpeTtapunat CoapyKectsa, YHI
OOH u cooTBeTcTBYIOLLMNE PErMoHasibHble N MeCTHble

OpraHbl BJ1aCTU U OpraHnN3auuu.
% GPEN
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[nob6anbHaa NPOKYPO
MPOTUBOAENCTBMIO 3/1EKTPOH
WWW.lap-associatio

Co3paBada ycnosuAa ANA

OCHOBAHHOIO Ha 3HAHUAX,

0CKas CeTb No
HbIM MPECTYNAeHUAM
n.org/GPEN . °

YW@iaprosecutors

MeXKOYHAPOAHOrO,
KOOPANHUPOBAHHOIO

noaxoada K yroJloeHomy rnpeciaeagoBadaHUIoO

GPEN KnbepnpecTynHoCTH



