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Movie or Life?

THEIR CRIME IS CURIOSITY

e Sep. 15,1995, American
Movie “Hackers”
released

e 2010, Las Vegas, Black
Hat computer security
conference, Barnaby
Jack demonstrated how
to make 2 ATMs
dispense cash on stage,
like “jackpotting” ON LINE - THIS FALL

§037 UP OR SHIT W
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Bank Hacker Group “Anunak”

e 2014, Dutch security company Fox-IT and Russian
security company Group-IB, discovered in 2012-2014,
a hacker group “Anunak” based in Russia and the
Ukraine stolen more than $15 million from Eastern
European banks

 Anunak members send phishing emails to banking
employees that appear to be from the Central Bank of
the Russian Federation, but which actually contain
malware designed to infect the employees' computers
b);f exploiting recently-patched flaws in Microsoft
Office

e They install more malware on the banks' ATMs

e This malware causes the ATMs to muddle up money
denominations, meaning a criminal can go to an ATM,

rofequest.10100-rouble notes, and receive 105,000, ,,,,
rouble notes instead
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Bank Hacker Group “Carbanak”

2014, Kaspersky Lab, under authorization of an
Ukraine bank, investigated an incident that an ATM
dispensed cashes without anyone around, like
“jackpotting”

2015, Kaspersky Lab released an official report on the
Investigation and called the type of attack as
“Carbanak”

Carbanak is a type of hackers’ crime which attacks
banks and financial institutes.

Started in Eastern European

Crime groups members spam from Chinese,
Russians, Ukrainians, Latvians, Romanians,

omstonians, Moldovans, to Australians. 4/7/2017




Carbanak worldwide attacks

e Sep. 2015, Center for Strategic and International
Studies (CSIS) discovered mutant carbanak
malware targeted banks in Western Europe and
America.

e March 2016, Proofpoint computer security
company reported evidences showing that
carbanak turned to attack banks in the Middle
East and the U.S.
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Carbanak worldwide attacks
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Carbanak aimed at Taiwan

e 8 pm, July 10, 2016, 2 Russians, Manukian Gaik and
Adiian Kamo, Guting Branch of the First Commercial
Bank, Taipei City, get 0.11 million USD, ran into a
couple, left 2000 USD cash at ATM

e 2 am, July 11, 2016, 2 Russians, Berezovskiy Sergey,
Berkman Vladiair, Nanmen Branch, Taipei City, get
62000 USD, ran into a passer-by Mr. Tsal,
Berezovskiy dropped his credit card on spot, Mr. Tsal
memorized taxi plate.

e 22 group members formed 9 groups and flew to
Taiwan from Hong Kong, Turkey, Dubai, Philippine,

0 ey dney, and Macau; stayed 1-5 days to withdrew, ;.-




Investigation Team

Criminal City Police
Prosecutor @ Investigation Bureau, Departments,
Assistants National Police National Police

Agency Agenc

Ministry of Justice,
Investigation
Bureau

confiscate bank Interpol assistance, bank City surveillance

ATM and main internal information system screening,
computer, checks, immigration transportation
computer information screening

Prosecutor AnChen Chang 4/7/2017
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Investigation works

e Over 1000 polices dedicated in reviewing 1500 street
monitors, 212 immigration data, 28 websites/facebook
of suspects, 23 taxi+15 buses used by suspects—sort
out 22 defendants/19 fled overseas, 3 under
surveillance in Taiwan

e 53 fingerprints, 45 DNA samples collected from
targeted ATM, hotels, and rental cars used by
defendants.

e Search Bank headquarter, victim branches, ATM
maintenance company

e 2 malwares found, “cngdisp_new.exe”, “cngdisp.exe”

a voHacked"ATMs are Type ProCash 1500, produced-iayor




The hacking trace
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How 3 Defendants transported stolen cash

e Babii, pick-up, transported 3 luggage to lock in the
large lockers of Taipei Main Station on July 12-13,
2016.

e Mihail and Nicolae picked up 3 luggage on July 16,
2016 and checked in Victoria Hotel.

e Andrejs picked up 1 luggage with cask left by other
pick-ups in Hyatt Hotel in Taipel and transported it to
day-rent apartment.

* Andrejs divided cash into 2 bags and hide them in the
bushes near a hiking trail in NeiHu area of Taipei City.

e Andrejs sent out GPS info of these 2 bags to other
@ roGlliMednembers and headed to YiLan County to higes:;




The Arrest

e A police accidentally ran into Andrejs in a restaurant
of YiLan County and reported to local police station
for help.

* Andrejs was arrested on July 17, 2016

e Police monltored Mlhall and Nicolae also made arrest
on the s: e eg@ria Hotel and
discover 3 g lion USD).

-\,
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1 bag lost

e Mr. Ko DeLin found the hidden bag and took it home
before police came

o After Police released new
Ko returned the bag after

« NTD 4,542,200 was foundg
« Mr. Ko was indicted for ent
o Atotal of NTD 77,485,100% L
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3 Arrested Defendants
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Cross Analysis for Defendant Andrejs’s 2 Mobiles
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GPS Records from Mihail’s and Nicolae’s Mobiles(1050601-
1050724 )
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Taiwan GPS Records from Mihail’s and Nicolae’s Mobiles
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¥ | Images

Details | Events (0)

Name
ype

Size (bytes
Path
Created
Accessed
Modified
Deleted
Extraction
MDS

cy

source hile

Camera Make
Camera Model
Lat/lon
Copture Time
Pixel resolution

Resolution

uMap

A,

IMG_4205.PG

Images

1701503
UFO/Media/DCIM/104APPLEAIMG_4205.JPG
2016/7/7 £5 03,00:32(UTC+0)
2016/7/15 T 04:44:58(UTC+0)
2016/7/7 L% 03:00:32(UTC+0)
2016/7/15 T2 04:44:57(UTC+0)

File System
1204ce9f1be722583e6059201a6684f6
IMG_4205)PG

Apple

iPhone 53

38.567158 / 68.801986
2016/7/7 L% 08:00:32
3264x2448

72x72 (Unit: Inch)
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# [/ Images

Details | Events (0)

Goto

Name:
Type:

Size (bytes):
Path:
Created:
Accessed:
Modified:
Deleted:
Extraction:
MD5:

Source file:

Meladata
Camera Make:
Camera Model:
Lat/Lon:
Capture Time:
Pixel resolution:

Resolution:

uMap

IMG_4204.JPG

Images

2086082
UFO/Media/DCIM/104APPLE/IMG_4204.JPG
2016/7/7 £ 03:00:21(UTC+0)
2016/7/15 T4 04:44:58(UTC+0)
2016/7/7 £ 03:00:22(UTC+0)
2016/7/15 T4 04:44:54(UTC+0)

File System
65e2ee20ab25fef6b257bd011af4da87
IMG 4204.JPG

Apple

iPhone 5s

38.567158 / 68.801986
2016/7/7 £ 08:00:21
3264x2448

72x72 (Unit: Inch)

Defendant Nicolae’s Mobile had cash photos taken in July 7,

Details | Evonts (0)

Name
Type

Suze (yies
Path
Created
Accessed

hed
Deleted
Extraction
MDS

Source hie

IMG_4203 PG

Images

1751663
UFO/Media/DCIM/L04APPLEAIMG 4203 JPG
2016/7/7 =% 01:48:14(UTC+0)
2016/7/15 TF 04:44:58(UTC+0)
2016/7/7 2% 01:48:14(UTC+0)
2016/7/15 T 04.44:54(UTC+0)

File System
fOf640cSfbee3401891d59c2b4337563
IMG 4203 )G

Camera Make
Cameca Model
Lot/lon
Capture Time
Pixel resolution

Resolubon

Map

Apple

Phone 55

38573333 /68801925
2016/7/7 £ 064814
3264x2448

72x72 (Unit Inch)
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Defendant Nicolae’s Mobile had photos taken in July 7, 2016, at
Tajikistan
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|, Note

Defendant Nicolae’s Mobile has payment records for pick-ups

Goto *

Title: Arw 1500009
2046716 5 02BUTCH1)
Modification Time: - 2008/7/13 %4 123847(UTC+0)

Creation time:

Source: Notes Ha iPhone

Edraction: File System

Source il Gangster/Applications/group.com.apple notes/NoteStore salfe
(TFOFC (Table: ZICCLOUDSYNCINGOBJECT, Size: 684032 bytes)
(Gangster/Applications/group.com.apple notes/NoteStore salte/
NoteDsta 42: O0F (Sze 4347 bytes)

Summary 1 ¥

Tpinwa 005

Body 1 10 HTML Text

Anys 1500008 Tprma 4008 Parmey 1750008 Lai Adrian Awpefi Toncrssi
20000 pyb Brroc 100000 pyb Menesreit 300€ Beaapye Ammep 10005
180002 Bacrpsiran 30001830008 Koxs Cagrosa 140000B50002100008
Pyeran 700000 py Kyzamna 25000002 Kpacronap 90000833300P+
Bapmaza 00007 Ha zexy 130000P Bparmys 600002 Bapeetona
Dpamcgypr 43008 Taitzasm 20006 300002 4700022400081200002200008
48113B33000R11000R27844R38854R Cranetya 13000002 2000008 4008
1300208300008

A,

Aftachment

My

Google

21

Hx AafEHx tx #EET - o

"Atm 150000R X
[puwia 4005

Pawwmn 175000P

Lai

Adrian

Anpapeid ToncTew 20000 pyb

Butoc 100000 py6

MeneHTei 500€

benapyc

Anuwep 1000 18000R

BacTpeirnd 5000€1850008

Kona Capkoawn 140000R50002100008

Pyctam 700000 py6

Kysanaa 25000002

KpacHopap 90000955008+ Bapwaea 900008
Ha nexy 150000L

dpaHuy3 600008

bapcenoHa -®pankdypt 4500&

TaleaHs

PO00E 30000P 47000224000R120000P20000P
48115P55000P11000RP27844R38854P

Cramdyn 15000002 2000008 4003 1300€200530000#"

A Be -

"Atm 1500008
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Defendant Mihail’s Mobile inquired ATMs information all over the
world

AR E S S TR

2016/4/M11 £ Google catalunya caixa atm oz= 2 FESE R SR 1T ATM
0310 02(UTC+0O)

2016/4M11 |5 Google spania atm spania ATM
03:12:00{UTC+0O)

2016/4/M11 £ Google portugal atm HE T ATM
03:14:12(UTC+0O)

2016/4/M11 =5 Google atm maroco ATM FiEEFEE
032107 (UTC+0O)

2016/4M11 _E=¢ Google atm france AT =
03:23:065(UTC+0O)

2016/4/M11 =5 Google italy atm ATM = A5

03 2550{UTC+0O)

2016/4/M11 L5 Google atm horvatia ATM horvatia
032807 (UTC+0O)

2016/4M11 _E=¢ Google atm norvegia AT R RS
03:29:38(UTC+0O)

2016/4M11 £ Google atm norway AT F3R B
03-30-32(UTC+0O)

2016/4/M11 L5 Google atm danemark ATM danemark
0332 43(UTC+0O)

2016/4/M11 5 Google atm swizerland ATM iR

03:34:42(UTC+0)
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Defendant Mihail’s WeChat mentioned Bitcoin, Yacht in Taiwan, Cash in

W62 FF Google.  aeie B Taiate, AMEX &,
OTA43UTCH).
216M12 T Google. e Taleake. AMEX &8,
OTABAUTCHD).

201612 T Google.  news on {3y foday - SREEHNR.
1221:04(UTC+D).

201612 T Google. ~ rentcar in ipg] B5EERL.
1241:48(UTC+D).

016712 FF Google . buy car in tawa, RAETRE.
1253 10(UTC+D).

201613 1+ Google.  Tailial cTaupin. PR
RIBIGUTCH).

016713 £F Google. Taiffy crawdyn agua. B PR
0B:08:16(UTC+0).

2016714 T Google.  Wopyea Tai0y amyalupery . SEERRIAE 2 oadAmE
D351:AGUTCHD).

WET6LF  Gwge TmmpeRmiE  AHEIE
06:22:27(UTC+0).
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Moscow

16712 L5

09:52.29(UTC+0).

016712 5

09:52 H(UTC+).

16712 L5

11:03:30(UTC+0).

016712 TE

01:03:50(UTC+0).

6T TF

02:24:55(UTCH).

16712 TF

06:21:55(UTC+0).

16712 TF

06:21:57(UTC+).

201612 TF

06:42:36(UTC+).

016712 TE

06:56:09(LTC+0).

(00qle.-

Google.

(300018

(3oogle -

(300qle.

(00qle-

Google.

(300018

(3oogle.-

YGAQE TYR AreHGTRR  Tallaate. TR ERARMEREHE.

DYCEHDE TDATEHETRD B TallRake, T = SR ME MR AL

tajwap news channel. A

rent hause taiwa)- HHETEE.

news on talwan today onlain. A< B onlan.

MOKHO 71 & MOCKEE TOMEHTT =B R Tt R ST A
MOKHO T B MOcKEe oyesTe  EREEHERCHNEY
MOTYT.JM & Kirae poseumy.  TERTETE  MREHEHILE.
HTEQRY. 19 HOMERY.

MOTYT oW B e mposnenyme  FEEETE  MRRLARERRL . ¢

HATIRRY. 10, HOMGRY. TG T0. 370
WEDAREAT.
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Defendant Mihail’s WeChat Log mentioned Money Laundering

15.

wid_elwdecujcg3Iriz
Freedom Finance .

A yIpow Ng. roH Koy xoren
CASNaATk. . 0B GONEIIOE 1
xoTen RE3DAEMTL.
FeFok R _HEESEETEAD - # /AR
Fo r ISR S ERED -

Welhat:

wixikd__elwdesujog3ri2 .

2016/4/27 F=2F
07:20:53(UTC+0) .

16

wixid cOcaovkaoaowo 12

2aBTDa VIO

WelChat:

2015/M47/2T7

35

wixid_ ei1wdesujcg3IriZ
Freesdom Finance .

Eamuy NoMesT. . v Te08 cOoydanigo
CcEAZeH HeT B Tansane?
Ramin * fifra=sa s aeam? .-

WelChat:

wixid_ ei1wdesujcg3Iriz..

2018510 _E-F
0929 12(UTC+0) .

35,

wid__cOcagyvkgqgpwp 12
Eoma.-

Cleaiing CrOOa
TRHEEHES

WelChat:

wdid__edwdeaeujoq3Iri 2 .

201670 _E2F
0945 06{UTC+0)

37 .

weid__edwdecsujog3IriZ
Freedom Financea -

CrMOTRM vV MeHR pedara ceryac B
T2A0H B TafiBaHs v HUE Tan
HBMNa B M BEanmnTe NouTy Ha 2
nuMoea 5 e gemeaneurre ! Te
RMOHRISLUL KaK T NOMOYE NDUMHATE.
S0 TamM M Yo A 2S00 B MCK

i [eTautut 175y I

5 dEIa A S SRR
= - HER SN, - BRoT LT
ST

WelChat:

wdid__edwdeaeujoq3Iri 2 .

2018710 _E-F
0954 432UTC-+0)

38.

wid_elwdesujcgiri?
Freedom Finance .

FT0. CROYHEIA BRODRGC. . [IOTOMY.
YTQ MEHA NOABSNM, IRAK Q4YSHE
CMIBHO C KEM A QOTOBARWEANCA
SFFEIREE - BIA R FI978006
PN 5

Prosecutor AnChen Chang
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wiid elwdesujcg3riz..

2016710 £+
09:55:23(UTC+0)..
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Messages in Confiscated Mobiles Translated in Chinese

)
Instant Messa

[ - I -
1 +37365288635 Mapk
2 +79687029995
] +37365208835 Mapik
4 +37368288835 Mapuk
5 179687029995
b +37368288835 Mapuk
1 +79687029995
B +79687029995

| ] +37368288835 Mapuk

| 10 +37368288835 Mapuk

]

- 11 +79687029995

| 12 +37368288835 Mapuk

% 13 +79687029995

| 14 +37368288835 Mapuk

| 15 +37368288835 Mapuk
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E H J

es (1 5;
Arau 337 iMessage: +79687029995 1031019 20141019 F= 1M1:21:02UTC+5)
Saiign & Tau e TEAM SPEAK Message: +79687029935  10310/20 2014110020 T 09:15:25(UTC+E)
Saugin obpato 8 T WhrEEL—2 Message: 479687029995  10310/20 2014710120 75 09:26:02(UTC+3)
ruderman oleksandr new york usa money gram om  Fineney ranZiiai7o0E s EAERAGHE Message: +796870299%  103/10/20 201410720 F= 10:53:27(UTC+§)
paau emy 750 § o4 Mepy nogratosm fEunrchi ATEE IR Bt
Yapes Money rpam i money gram Message: +79687029995 10310120 201410120 5 10:57:34({UTC+8)
[la St Message: +79687029935  10310/20 201411020 TF N:3Z0UTCH)
MMokan 4 Message: +79687029935  10310/20 201411020 TF 1:35:22(UTC+)
1 338Tpa By B OAHO TYD reHCTBO no noBogy B3 FEFEL— Ui ERE R EE fe ) Message: +796870299%  103/10/20 201411020 FF 1:5328(UTCH)
bl 8 Amepuky | Crazani nomoryt 100% HEATER T
Boaswin mexr ¢ cobioi IEEE—EE Message: +796870299%  103/10/20 201411020 T 11:54:00(UTC+E)
) (£B) Message: +79687029935  10310/20 201411020 T 11:54:06(UTC+E)
A noCMOTpHO 33BTPE YT TO JONNEH 3AN0NHITE 1 H HEBZEREHE Tk BE-BELRER Message: +796870299%  103/10/20 2014110020 T 11:55:16(UTCHE)
2 KOHeL, HE2nH B MOCONLCTBD
B Barax Gepu ecru uro)))))) PimiE iMessage: +796870299%5 103110/ 01411021 £5 12:05:58(UTC+)
gEes Message: 79687029995  10310/21 01411021 £5 12:06:A7(UTC+9)
Jallgi B TIM CTIAE SELTEAN SPEA, iMessage: +796870299%5 103110/ 201440121 £5 03:32:55(UTC+8)
+37259681029 moii gaiibep vibertf k3 Message: +79687029995 10310122 201411022 7 04:36:16(UTC+E)
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Passport photos from confiscated mobiles

A,

2BAC5B56-C383
-4748-8E63-4FB
956415A9F orig

inal jpg

IMG_3209.JPG

(2)JPG

IMG_8585.JPG

MacnopTra.rar_e

mbedded_2
(2).jpg
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FirstimageOrigin
aljpeg

Nlun

MacnopTa.rar_e

mbedded_2.jpg

IMG_0584.PNG

IMG_4574.JPG

IMG_7034_1.JPG

IMG_8723.JPG

MacnopTa.rar_e

mbedded_2 1
P9

IMG_0587.JPG

IMG_7054.JPG

MG 9363 JPG

Macnopra.rar_e
mbedded_3
(2).jpg

IMG_0598.JPG

IMG_7324.JPG

IMG_9364.JPG

MacnopTra.rar_e
mbedded_3.jpg

IMG_0603.JPG

IMG_4596.JPG

IMG_8431.JPG

MacnopTa.rar_e
mbedded_3_1,j

Pg

IMG_0604.JPG

IMG_6009.PNG

IMG_7377.PNG

IMG_9878.JPG

MacnopTa.rar_e
mbedded_4.jpg

IMG_2843.PNG IMG_2844 PNG

[

o

IMG_6341.PNG IMG_6357.PNG

IMG_8502.JPG

MacnopTa.rar_e MacnopTa.rar_e

IMG_2901.JPG

MacnopTa.rar_e
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Cash Photos found in confiscated
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Indictement

Sep. 9, 2016, prosecutor Lee YenLin indicted 3
defendants for 12 accounts of charges violating the
criminal law:

§339-2 fraud ATM
§358 invading others’ computer

§359 changing others’ computer record without
reason

§360 interfere others computer with a computer
program without reason

§362 make computer programs to obstruct computer
uses

Issued want warrants for other 19 defendants

Prosecutor AnChen Chang 4/7/2017

e 3 defendants detained in Taipei Detention Center
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District Court Judgement

e 3 defendants denied as members of the Carbanak
fraud group and argued that they only received
Instructions to come to Taiwan but had no idea with
any illegality.

e Judging from their mobiles records and the fact that 3
defendants actually actively involved in money
laundering before they came to Taiwan, Court
overruled their arguments.

e Taipel District Court sentenced each defendants for 5
years incarceration plus NTD 100,000 fines (i.e. 3300
USD) on January 25, 2017.

e 3 judge tribunal disagreed with prosecutor’'s 12
accounts charges but decided only for 1 account of
charges.

4/7/2017
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World First Carbanak Case established

e Thailand, Romania, Belarus, Moldova, and Europol
contacted for mutual legal assistance.

 Romania and Europol sent polices to Taiwan to
Interrogate Mihail and Andrejs for more information

e Babii was later arrested by Belarus police and
Romania is negotiating for extradition

* Penkov Nicolae may involve in case in Moldova and
under investigation

e More Mutual Legal Assistance is coming.
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Future task of computer crimes

e Symantec: (Internet Security Threat Report,2016) 430
million malwares newly discovered in 2015; 429
million ID leaked (at 15% report rate); encrypted
ransom ware increased

o Kaspersky Lab: April, 2016, hackers attack industrial
control system to steal gasoline and coal

o Kaspersky Lab: June, 2016, discovered xDedic black
market, selling infected server licenses at the price of
6 US dollars; 70624 serves in 174 countries, by 416
dealers

o Kaspersky Lab: malware “Darkhotel”, hackers attack
hotels’ wifl to steal business secrets
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Fighting Against Enemy Like Shadow
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