Generalstaatsanwaltschaft Frankfurt am Main
- Zentralstelle zur Bekampfung der Internetkriminalitat -

16TH IAP EUROPEAN REGIONAL CONFERENCE

NEW INVESTIGATIVE APPROACHES TO TACKLE CRIMINAL
ORGANIZATIONS USING THE INTERNET
Tirana 22-24 May 2017

Cybercrime — phenomena,
prosecution and challenges

Cai Rueffer, Public Prosecutor

Office of the Attorney General of the Federal State of
Hessia — Cybercrime-Center




Agenda

Part 1
Introduction of the Cybercrime-Center

 Tasks, responsibility, features ...

Part 2
Cases being dealt with

Cybercrime and ,Underground Economy*

« Darknet and illicit goods being trafficked
«  Child pornography and ,crime as a service"

Part 3

Investigation methods and challenges

* Investigations — our tools, methods and experiences
Encryption, Anonymization, Internationalization



HESSEN
e
ey
- -
- /]
—

......

Jl Part 1: The idea of fighting cybercrime in the Fed.
State of Hessia
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The actual relevance of cybercrime ist only

Insufficiently displayed in official statistics, real

numbers remain largely unclear

Cybercrlme boomt in Deutschland
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‘ ‘ SHOCKING SCALE: NUMBER
OF VICTIMS

1 MILLtON+
VICTIMS A DAY

EVERY DAY THERE ARE TWICE AS MANY CYBERCRIME
VICTIMS AS NEW BORN BABIES @

3
<

50,000 820 14

VICTIMS EVERY VICTIMS EVERY VICTIMS EVERY
HOUR ® MINUTE SECOND

Estimations by the internet-industry

THE SHOCKING SCALE OF
CYBERCRIME

$388

BILLION

HESSEN
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THETOTAL BILL FOR CYBERCRIME FOOTED BY ONLINE
ADULTS IN 24 COUNTRIES TOPPED USD $388BN OVER

THEPAST YEAR®

VICTIMS VALUED
THE TIME THEY
LOSTTO CYBER-
CRIME AT OVER

THE DIRECT CASH COSTS OF
CYBERCRIME - MONEY
STOLEN BY
CYBERTHUGS/SPENT ON

RESOLVING CYBERATTACKS -

TOTALLED $114BN




The ,,Hessian“ concept on combatting cybercrime-
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Establishing specialized units

Specialized units (prosecutors) on fighting cybercrime have been
established inside of the District Attorney's offices (first one at the DA's
office in Frankfurt 1999, followed by Marburg in 2001 and Giessen in
2002).

Jan. 2010: Foundation of the Cybercrime-Center at the level of the

Attorney General's office as a centralized and supervising unit.



Why establishing the Cybercrime-Center -
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Basic considerations :

Cybercrime will be one of the most important and most demanding
types of crimes in the nearer future. Globalization enhances this
development.

Since Cybercrime is subject to fast development, progress and
adjustment, a specialized central unit can only match its expectations
regarding coordination, training and support if it runs its own cases in

order to enhance expertise and to stay up to date.
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Results of those considerations: 2 strings of tasks E&
the cybercrime-center is charged with

[ Supervising authority ] [ Prosecuting authority ]

4 ) f \

Coordination

Running cases and conducting
investigations of particular

Training importance and difficulty
\ J/ \ )

International Coordination (in

Contact point transnational cases)

( N ( N

Support/ crime-prevention Expedited measures / procedures

\, J . J 9
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Organisation of the Cybercrime-center

4 N )

E * 5 highly experienced and
§2 o specialized prosecutors, 1
o ®ser senior prosecutor as head of
Dortmund Oﬁlce
Essen ‘ Lelpzig
@ Disseldort ‘ . .
e ﬁf, « 24/7 stand-by-service
‘- ‘@unklurl
H .
| ® ormber * modern technical
.Stungarl eqUipment-
.Munchen

- AN /
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Network

o
Korbach

Franke.nberg

j

e

en

3 v Flughat 3
P Kossel-Calden T
Kasselmee

Eschwegen

« Contact point for inquiries
of the DA's offices

* Access to the entire
databases of the DA's
offices

* Regular meetings for
experience-sharing

* Inhouse-training-sessions
for the DA's offices.

HESSEN
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Use of modern technologies

« Comprehensive electronic file
management

* VPN-Access to the network
from everywhere

 High-performance file-servers
and encryption.

HESSEN
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Permanent aquisation and sharing of experiences ie:
and expertise

GCCS2015 Apriln6 - 7th - Participation in national

[he Hague

and international
conferences and
meetings,

* Permanent membership
In various task-forces,

* Regular consultations
with industry, banks and
academics.
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National cooperation

I Bundeskriminalamt

% Bundesamt
fur Sicherheit in der
Informationstechnik

B ZOLL
| ) i —

Hessisches
Landeskriminalamt

e

" Hessische

. POLIZEI

~ - w

y
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International cooperation

A

EUROJUST W

= EURTPOL

EUROPERAN CYWBERCRIME CENTRE

—
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= EURTPFPOL
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Part 2. Cases being dealt with
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Investigations on the Darknet :%:




T‘ The Onion Router (TOR)

Onion-Router-Netz

Server A

»

Server B
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Darknet: TOR Hidden Services

/2

HESSEN

unknown

location
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LE playgrounds —the big five

DOT

HOME  NewsgaTictes e ON

o

Outlaw Market - 98.78%

FATRL L DPPr s A AR .

MARKETS LIST & AVAILABILITY STATUS

TOP MARKETS!

Valhalla (Silkkitie) - 97.77%

Hansa Market - 99.58%
INVITE / REFERRAL MARKETS
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[MS] Pistol Requests
Item # 171167 - Pistols / Pistols - Paperchaser4S (337)

Views: 57927 / Bids: Fixed price

Quantity left: Unlimited

One Glock 26 with Extra Clip
Item # 255875 - Pistols / Pistols - redface33 (68)

Views: 50643 / Bids: Fixed price

Quantity left: Unlimited

[MS] DefCad and FossCad 3D printable handguns
Item # 196765 - Pistols / Pistols - User531 (72)

Views: 8194 / Bids: Fixed price

Quantity left: Unlimited

[MS] Glock 17 w Silencer
Item # 44149 - Pistols / Pistols - Alexandrea (95)

Views: 112432 / Bids: Fixed price

Quantity left: Unlimited

CliohgRengeGupes: 1361
’ Oeprswes —
"I Hand Weapons 430

HESSEN

Buy price
USD 0.00
{0.0000 0,
mmreqwuw
Buy price n# 171167 - Pistols / Pistols - Pape
USD 2,200.00
i ws: 57927 / Bids: Fixed price
antity left: Unlimited
Buy price
USD 5.00
e MS] Free Stungun/Tazer FAQ
n# 271735 - Hand Weapons / Hand
1eStopShop (485)
Buy price
USD 3,700.00 .
Gl ws: 4759 / Bids: Fixed price

antity left: Unlimited

@ [MS] Professional Tazer || 5000 K
Volts

21



Requirements

Cﬁ Tor-Browser-Paket

Version 6.0.4 | Rang 1 /99 bei CHIP in der Kategorie: Anonymisierung

i8 Windows & Mac A Linux

HOREEREDS v Kostenlos

Download v Sicherer CHIP-Installer @
Tor-Brows er-Paket

HESSEN

=
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] Tor-Browser

ey U e
. " Ober Tor x i
S .' € U loniicowier Suche oder Adresse engebn el Q Suchen
@ Das grune Onicn-Mend hat jetzt einen Sicherheitsschieberegler, mit dem Sie e Sicherheitsstufe anp ko Probieren Sie es aus! mmm

. 7 Tor-Bn .
60
Willkommen im Tor Browser

Sie kénnen jetzt anonym im Internet surfen,

Tor- keanst testen

Sichetos Suchen mit Disconnect me.

Was nun? Sie konnen helfen!

Tor ist NICHT atles was benotigt Es gibt viele Moglichkerten, um
wird, um anonym 2u surfen! Sie das Tor-Netzwerk schneller und
missen eventuell einige starker zu machen
Gewohnheiten andem, um Tor. sknot
sicherzustelien, dass ihe identitat . gzg:b:; i:elal -
geschitzt bieibt :

o |hre Dienste bereiistellen »

» Etwas spenden »
Tipps, um anomym zu bleiben »

Die Organisation »The Tor Projecte ist nach dem US-Gesetz US 501(¢c)(3) als gemennGtzig
eingestuft und widmet sich der Forschung, der Entwickiung und der Schuiing zum Thema
Internatanonymitat und Datenschutz. Metr Gber das Tor-Projekt erfahren »

23
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< ‘grams7enufi7jmdl.onion/
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Grams...
<

Grams

[]:] grams7enufi7jmdl.onion/ @ EE ﬁl @

Search the darknet

Heroin

Grams Search I'm Feeling Lucky

o InfoDe. ﬂj Heli)k" ’ Flow

HESSEN
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Grams...

Grams

Heram n

About 3828 results for 'Heroln® (0,5925 seconds)

Advanced Sesich

2 5g 3 Heroin brown Heroin
pwaoah ffoabau2pul.omon/isung phpis=209230 Alphabay
PRODUCT DESCRIPTICN 3 Heromn brown Herom The 2 Heromn can be smoked on an

aluminium toll snorted and Injected if you dissolve it in water with citrus acid It glvesyou

* a3 warm and euphonc rush and you will feel narcotic if you corsume more Every heroin

user will appreciate this heroin and the price | maore than fair (er this quality level 1tis
net high quality A but it 15 more strong than the stuff

Price B0 231 |8572 Location Germany

0 5g 3 Heroin brown Heroin

pwoahTloatauZpul.onionlistng phphid« 209288 Alphabay

PRODUCT DESCRIFTICN 3 Heroin brawn Heroin The 2 Heroin can be smoeked an an
glumirnum foil snarted and injected f you dissaolve it In water with citrus soid It gives you
a warm and eupharic rush and you will feel narcetic if you consume more Every heroin
user wilt appreciate this herain and the price 1s mare than fair tor this quality level [T is
not high quality A But it is maore strong than the gtuff

Vendor Price B 05107647 Location Sermany

HESSEN

l‘|

B Set currency

BTC 0! LR

L Market Chart

/' Market Status

/' Market Alerts
No Warnings

Also by Grams

/ Helix
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Drugs, drugs, drugs...

Logged in as fierlanschneider
Balance: BTC 0.0000 / XMR 0.0000

a) AlphaBay Market

USD 835

HOME SALES MESSAGES ORDERS LISTINGS BALANCE FEEDBACK FORUMS API SUPPORT

" Search Results &
() BROWSE CATEGORIES Search Results save soarch)
) Fraud 28158 View user profile: hesoin
(J Drugs & Chemicals 151954 -
@ [MS] [FE 100%] [Sticky] !-15% Discount! 1 Gr Buy price
c Guides & Tutonals 10775 . pharmazeutisches Heroin von BAYER A+++ Qualitat USD 65.M
ltem # 137992 - Oploids / Heroin - BAYER (543) WS o
(J Counterfelt hems 5730 ‘
() Digial Praducts 12949 Views: 14152 / Bids: Fixed price
Quantity left: Unimited
@ Jewels & Gokl 1247
G Waeapons 2391 )
| [MS] [Bulk) [Sticky] Turkish Dracon Heroln +++NEW Buy price
G Carded ltems 2691 VENDOR SPECIAL PRICES+++ USD 79.00
G Servicas 5852 ltem # 102094 - Opioids / Heroin - Drug-Monkay (287) Kot 0
(J Other Listings 2692 . © Views: 9739 / Bids: Fixad price
< ity left: Unbmit
(] Software & Malware 2138 SECIED IR s

27



...and even more drugs

HESSEN

*NO CUTS* -1g- FIRST CLASS
COCAINE FROM THE SOURCE
*FREE SHIPPING* *GER VENDOR*

15% off for unspecified time 15% raball for unbestimmte zell -
periweiss 2016 hat je1zt auch haschisch und xic im angebot
naturich nur feinste ware! perlweiss_2016 has now first clasa
hash and xtc! premium quality as always! VISIT OUR PROFILE --
2g > choose quantity "2" at this listing! -« 3.5g for 3008 - 858/g
hitp aiphabaywy|rkign, onionlisting. php 7ide1 72171,

Features Features
Product class Physical pOrigin country Germany
Quantity left Unlimited Ships to Europe,
Ends in Never Garmany
Payment FE Listing

| *FREE SHIPPING® "DE* - 1 days - USD 40.00 / ardes v

Purchase price: USD 85,00

- - |

1338 H1C ( 12 201 XMH

28
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Grams Helix  Helix [nfoliesk  Login

Search the darknet

Glock
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Firearms

Gl'l IMS  Glock n

About 428 results for 'Glock' (0.4373 seconds)

GLOCK 19 PEPPER PISTOL

oah Tloatau2pul onion/listing phptid=124155 Alphabay
Glock eppt Hay qun Rang ! | same like 123l glock
Vendor Price B0 153324F i

| T .
{onior L php i 10001

Alphabay

11h) ¢ et nact

Price m JA4TO0928 Location Waorldwitle

L1172 Alphabay
1e Glock 26 barre
Price B4 46794251

niONEStIog |

Locanon Warldwiile

B Set currency

L Market Chart
\[ Market Status
\f Market Alerts

No Warnings

Also by Grams

f Helix
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...all roads lead to AlphaBay

9 Logged in as flerlanschnaider
a AI p h d B d y M d I'ke'[ 5::2:;:;»8129063?00 / XMR 0.0000

USD 63600

HOME SALES

MESSAGES ORDERS LISTINGS BALANCE FEEDBACK FORUMS API SUPPORT

() BROWSE CATEGORIES Search Results (save searcn)
Fraud 16386
— [MS] (Clean) Colt 1911 -1972 Biue 70 Series 45 Auto Buy price
Drugs & Chemicals vy tem# 16132 - Pistols / Pistols - howardstermn (7) UsD 35000
! Guides & Tutonals 6675 »
Views: 2450 / Bids: Fixed price
1 Counterfert ltems 2889 Quantity left: 1
] Digital Products 7259
Jeweis & Goid bd [MS] Pistols Australia + Ammo & Accessornies Buy price
@ Weapons 1304 ltemn # 113910 - Pistols / Pistols - pilimonsta (6) il i
S PATVION s Views: 235 / Bids: Fixed price
¥ Pistols 449 Quantity left: Unlimited
W Pistols 449
(—!Long-Range Guns 127 [MS) Weapons Marketplace: guntrawb2upat3nm.onion Buy price
— = item # 121957 - Pistols / Pistols - GunTrade_Official (2) UsSD 1.00
I Explosives 106 24 BTC
1Hand Weapons 140 Views: 0 / Bids: Fixed price
B - Quantity left: 4
1 Other 2062

Sil



Thus, the place to be for Organized Arms-traffickers

Custom listing for Irerl5

MAAD| AK47

gy <
Features Features

Product class Physical pOrigin country Worldwiae

Quantity left Unlimited Ships to Worldwide

Ends in Neaver Payment Escrow

| Detaul - 1 days - USD +100.00 / item v

Purchase price: USD 4,000.00

- - |

74 BTC 183 5001 XMA

HESSEN

1
rs
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Trade in counterfeit

)

HESSEN

i

Demensions (mm)
M
Waeight
08 Gr

Yogh Quanty
Counterfeit

'1'\ F
20 st -

2 “mh'v’mmoon m” m
20 EURO Counterfeits 200, we T mb m2D)
PRICE: 0.6 BTC / Unit T P

(same as original)
" e |
"“*:":,M-:M 20 DOLLARS COUNTERFEIT Min order: 25 Shipping: 1BTC -t
our production rate
blemeneetlll PRICE: 0,5 BTC / BILL Sipping from France
all the notes ourselfs. MIN ORDER: 25 SHIPPING: 1,5BTC

p - '
i -'.
1
4
4 J

8 Security features

i Information / Order: vﬁ\md@tomeil.org ] Acrimonious Escrow Accepte; |

Information / Order: whmx20@tormail.org [ Acrimonious Escrow Accepted ’

Ue GO 0 vvoe eomadl c{ormt 3n emry e 1one rmnadle
GG Fugerpennt 167 IEEE 4515 DICT DOV B30T BEAT BLIF 4672 Cle
Vs G005 yos ameil olions oo mueypt your amale Dawndond SEOMX GPG Koy (400NN
OFO Frsgegrane 679 2808 &410 DIC2 DS 15C7 S5AT L0F 4112 Chin
Desndond FHMX GO Koy (641208006)

33



Trade in forged official documents %

“German Passports’

|
|
L

More imas

31

. 1195006 O1C

Shipto R ———
Stock 00
Createdin . 0L 1S BTG

Your balance isn't enough to buy this item! Please deposit the needed funds befare.

Description | i ,
German Passport - after you bought the passport you have to send me your information which should come on the passport incl. Photo.
identical passport - like an originall
Passport Is produced within 5-8 days and will be sent with DHL (+trackingnumber), shipping for free.

34
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J Trade in official documents

ol
. @Onion—ID

. Main Pictures Prices FAQ Contact

Want to ...

oodivive o rent a car anonyimously 7

oopen bank accounts anonymously?

open a PO Box anonymonusly?

. vent an apparttment/house anonymously?

.. send/recieve Westermmmuion payments anonymously ?

Then get your 2Znd identity from us!

TEW S,
Here are some more, better tagged pictures to show that we are the origi o on hidden wiki 12 just copying us.

SALTIRaUIArJulab anten

#.l".&’l' Iubes.
* P r“\

| bl
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DDoS-attacks

Webserver
Keine Bekanntheit, sowie kein Schutz: 10€ BTC / 1std
Keine Bekanntheit aber Schutz: 15€ BTC / 30min
*Bekanntheit sowie Schutz: 25€ BTC / 30min

*Massenbekanntheit sowie Schutz: 35€ BTC / 30min

Teamspeak3
Keine Bekanntheit, sowie kein Schutz: 11€ BTC / 1std
Keine Bekanntheit aber Schutz: 16€ BTC / 30min
*Bekanntheit sowie Schutz: 26€ BTC / 30min

*Massenbekanntheit sowie Schutz: 36€ BTC / 30min

Gameserver/VPS
Keine Bekanntheit, sowie kein Schutz: 12€ BTC / 1std

Keine Bekanntheit aber Schutz: 17€ BTC / 30min
*Bekanntheit sowie Schutz: 27€ BTC / 30min
*Massenbekanntheit sowie Schutz: 37€ BTC / 30min
Privatpersonen
Normale externe IP: 5€ BTC/1std
VPN: 10€ BTC/1std
VPN (DDoS Protected): 15€ BTC/1std




DDoS-attacks

H1: Was fHir Equipment benutzt du Hir die ganzen Angriffe?

Hauptsachlich Bot bei kleineren Selten/Gamesearver benutze Ich meine Searver

G1.1: Was soll ich machen wenn sich die 1IP-Adresso bal der Privat Porson geiindert hat?

Nenn thr balspiels 1ge ainen 2 Stunden DDo arvice fur eine Privatpersaon beantragt habt

dieser jedoch nach | tunde &ine neues IF hat (wg. dynamisch)

muast thr mir die naue IF schicken

§52: Sind die Prelse oben festgelegt?

1a, Jadoch gibt as aine Ausnahme bel den Pralsan wenn

ervice auf dauver In Anspruch nimmt oder mehraere 1P's gleichzaltig

gehittet haben will

52.1: Kann ein Wabsaorver suspendiert waerden wenn er die ganze reit Angaegriffen wird?

Ja, Er kann In der tet suspendiert werden wenn ein

dauverangriff durchgefohrt wird

53: Wie lange darf @in Angriff pro taqg ausgefihre werden?

Ich habe es so festgelegt, da ain Usar pro Tag maximal 12 Stunden

Deantragen kann, | hat namlich den Grund, dass (ch diesen Service

night nur fur eine Person anblete, sondern as jeden recht machen will

usnahme siohe FAQ 42

63.1: W: bist du o nline?

Montag: 13:00 16:00 23:30 31:00

Dienstag big Freitag: 16:00 §:00

samstag b sonntag: 15:30 00

HESSEN

§4: Wie kann man dich kontaktieren?
eine Private Nachricht schreiben.
Jabber:

§4.1: Was hat die Whitelist zu bedeuten?
Auf der litelist sind die Leute, die dafir
bezahlen um nicht Angegriffen zu werden.

Der Bezahlvorgang ist nur einmalig.
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Hitman services
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Trade in stolen identities and data ie:




. HESSEN
] Mechanisms of darknet-markets:

The rating-systems
_Profile

view listings
About the user

Thiz user hasn t wiite nothing about himsei¥ yet!

b B Feedback

Account Type

Level 2 Seller

Seller Status

Active

i . 3 - !
Member since theduke71 ® seller Gooxis a5 advertised and 4 ke Gi { Sfc Party Flock
(purple)...
2013-01-11
Last seen cizia ) seller Ok all good. 5/5 thanks bra... (" 1» Party Flock {purpl...
2013-02-15 ;
0 % y < ’ ! L !!g gﬂ
Feedback expenence?iil e [ Excellent, Fast shipping, Thanks. Co:a‘mr e
3 justiohn @  seller  good seller, good delivery { "very Pure Cocaine 80% ...
Favorited
pindulinka @ seler  anived and T am happy, satisfied, thanks A+ { "ery Pure Cocaine 80% ...

13White Widow37 @ seller  He Sent at Friday and I reseived it Wednesday, Really aood Product! Recommended For MDMA {'1 x Party Flock {(purp...

freedom88 @ seller i) E: '01’%20 euro notes
cardplastk @ seller ookl bro ronect =aler v‘ .'fgx.:szi Botnet
maartend g =k nice stuff :)- thank you:} (____,__q___e__ry__":;gas_ r\f Pote
gqaumeland @  seller  very nice sample of real cocaine. .. { "Very Pure Cocaine 80% ...

41
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Mechanisms : The delivery of purchased goods

A me e

Support: @ 419560356

instant and safe order

Drugs wieder verfuegbar

Guten Tag liebe Kunden,

wir haben uns entschieden Drugs wieder ru Top Qualitat anzubieten

Das Peopp st voll konkurranz fahig und wird mit garantie die beste Qualitat, die im
Internet angeboten wird sein

In ferner Zukunft werden wir zusatziich auchnoch XTC Pllen anbleton, perfokt fir
den eigenen Konsum oder zum welterverkaufen an die Ticker in eurer Umgebung

Mit freundlichen Grullen El-basar.biz

WML UN
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Mechanisms of the darknet-markets:The payment ==

8 paysafecaC

pay cash. paysale.

sssss

} 1/ —_— — —

i g
= L E
WebMoney € oV fo o JE
& 12
tact Methods

43



HESSEN

¢
li

Mechanisms of the darknet-markets:The payment
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HESSEN

CryptoLocker

r

M Cryptolacker

Your personal files are encrypted!

Your mportant fies encryption prodeced on ths computer: photos, vdoos,
Socurnents, ¢2C. Hare 5 3 compiete It of encrypted fles, and you Cn pecsonaly venly
ths,

Encrypton was produced Lsng 3 umique pobic ey SA- 2041 generated for the
computer. To decrynt fles you need 1o obtan the peivate key.

The single copy of the prvate ey, which wil 30w you 10 decnpt the fies, Laated
0N 3 3807es Server 0N the INemet; tha server wil destroy the ey after 3 tme
wecfied n ths wndow, Ater that, nobody and never will be able %o restore fles..,

To obtain the prvate ey for this computer, whch wil automaticaly decryot fiug, you
need 1o pay 100 USD / 100 FUR | smlar armount i ancther cumrency,

O sieat» 10 $29Ct the method of payment 3nd the Currendy.

Any attempt to remove of damage this solftware will lead to the mmedates
Prvate key will be destroyed on destruction of the private key by server,
9/8/2013
5:52 PM

Tme kit

56:16:12
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Cybercrime and ,,Underground Economy*

OP Onymous

HESSEN
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OP Onymous

SEREAR A
< . S\

Ny W
U.S. Immigration and : b
Customs Enforcement R £4T Oy L g

THIS HIDDEN SITE HAS BEEN SEIZED

as part of a joint law enforcement operation by
the Federal Bureau of Investigation, ICE Homeland Security Investigations,
and European law enforcement agencies acting through Europol and Eurojust

in accordance with the law of European Union member states
and a protective order obtained by the United States Attorney’s Office for the Southern District of New York
in coordination with the U.S. Department of Justice’s Computer Crime & Intellectual Property Section
issued pursuant to 18 U.S.C. § 983(j) by the
United States District Court for the Southern District of New York

S N\
Ec- 2l

- EURT POL

N\ "y
o
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OP Onymous: Action Day 6. November 2014

HESSEN
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 Cooperation of 16 EU-countries and several U.S LE-authorities,

coordinated through EUROPOL and EUROJUST
« Seizure of 600+ onion-domains for hidden services,
« Splash-pages uploaded onto 414 onion-domains,
« 17 admins and vendors being arrested,
* 13 house searches

 Confiscation of $ 1 Mio. in bitcoin etc.

48
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Investigations against German vendors on darknet- %
marketplaces

« Transfer of relevant data on different marketplaces from the U.S. to
European LE through EUROPOL EC3

* Analysis of the data provided done by the domestic LE-authorities.

« Several cases initiated against German vendors and powersellers.

« After conducting the initial investigations, single cases being submitted

to the relevant local prosecution offices.

49



Cybercrime and ,,Underground Economy*

Operation Blackshades

HESSEN
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Malware Blackshades- Trojan for everybody

‘&,

JIUUNUIIWUUL 1T L

Quick facts:

Blackshades RAT is a. new and powerful crimeware

remote access tool that infects windows devices

An FBI-led crackdown has arrested more than
90 individuals worldwide

The threat remains to individuals and enterprises

Blackshades RAT lets criminals spy on you and
control your device

The 7 signs of infection:*

Mouse Webcam

NMonitor Passwords
tur niino a mnes |t

Money

Learn more at:
Ransom




Blackshades
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Cfvagn Fiw (0K MAbe' W M Srm
Bafresh

Puvarve

wgesd

Webcar

The Webcam feature 15 really easy to use, sumply nght click on the bot you want and select Webcam

BlackShage

Hemote £+

MG&QJWMMW,W‘

Passwords

Manager. You can vary the quality of the webeam depending on how fast your connection 15, lower

qualsty = less data used = less jerky but also less clear. Selact Save 1f you want to save the feed. it 15

however saved 1n pictures rather than as a video

Qualaty at 100

Uit prarwad

Lt bom et

fopy

Copy o)

S b Fle

Quality at 50
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HESSEN
BS — distribution :_%_:

TOP 5 COUNTRIES AFFECTED BY BLACKSHADES
2013/20 14 #iblackshades

Majority of infections are in the US and Europe.

@Symam. @threatintel | www.symantec.com
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Operation ,,Dirty R.A.T.“ -

« Internationally coordinated approach

Worldwide ,,Action Day“ on 13.05.2014

« 19 countries involved

 Operations center in The Hague

« 157 search-and-seizure warrants secured and executed in Germany.

= EURTPOL

A

EURDJUST

54



— Wl B T e . el

by the Federal Bureau of Investigation in accordance with
a seizure warrant obtained by the United States Attorney’s Office
for the Southern District of New York and issued pursuant to
18 U.S.C. § 981 by the United States District Court
for the Southern District of New York.
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Cybercrime and ,,Underground Economy*

Bitcoin-Mining
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,,Bitcoin-Mining*

Bitcoin is a digital currency, independent from banks and official
regulation

HESSEN
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Bitcoins are assigned to digital wallets through cryptographic keys.

Bicoins are regularly used for purchasing goods on online-platforms

Bitcoin allows for international transactions

Bitcoins can be exchanged into ,real” money.
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,,Bitcoin-Mining*

« Bitcoins are being produced by processing and resolving highly

complex mathematical equations (,mining")

File Settings _\[iew__gevices Tools Help

Installation of a special mining-client required (,,bitcoin-client®)

CPU: Core i5 650 () o| § o 0@ 0.00hps () 25 Q)|
|| GPU: GeForce GTX 560 Ti (¥1) () 2| § o/@ o/@  87.55Mhps (1) 2%
\ Total: Sum of all devices 3%
Stats Controls
Hashrate/ B ENGINE
o [ 10000000 0JRASTARTS
e ] 0 0 00000+ NN E
I3 0days 00:00:46
[ Reset

Approx. mint speed:
1 0.0014 per day

2013.07.26 [09:48] Found 1 OpenCL-compatible GPU

2013.07.26 [09:48] Probing all ports for external devices
2013.07.26 [09:48] /\Probe failed: No serial ports found e
2013.07.26 [09:48] No external devices detected. E
2013.07.26 [09:48] Difficulty is now 31256961 =

| GeForce GTX 560 Ti (#1) started To[l)2] & 0] @0 ¥ connected | 14 4| @ 87.55Mhps (11) (») |

BitMinter ist eines der Programme mit denen sich das digitale Gold der Bitcoins schirfen 1asst.

HESSEN

(ARt %

44

58



,,Bitcoin-Mining*

« But: Mining on a standard computer takes years

HESSEN
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» Costs for electric power used by the computer exeeds the profit to be

gained by mining

* Thus: special high-performance computers are required for efficiently

mining bitcoins.

e Solution for criminals: Mining through botnets
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,,Bitcoin-Mining*
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,,Bitcoin-Mining*

Results of the investigations:
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 Perpetrator (,Manager®) disclosed his ICQ-number to Undercover

Agents.

« Subscriber data request successful, since ,Manager® used same IP

over several weeks

 Wiretapping disclosed additional complices
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,,Bitcoin-Mining*

results:

« 2012: Distribution of nearly 50 Mio. infected datasets

« Malware is being adjusted daily

« Ca. 1000 new infections each day

« Computing power of relevant botnet amounted to 2 petaflop
*Produced bitcoins being exchanged into ,real* money

* Net profit: 15.000 Euros per month

HESSEN
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,,Bitcoin-Mining*

Problems:

Mere production of bitcoins is not punishable!

HESSEN
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Infection of computers constitutes a crime under German criminal

code

But this is only cinsidered a minor crime

Thus: German procedural code does not provide for wiretapping in

those cases!
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Operation Rico
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HESSEN
Operation rico i&

Das Protokoll der Miinchner Amok-Nacht

Ein 18-jahriger Schiitze tétet am 22. Juli 2016 neun Menschen und
begeht anschlieBend Selbstmord
ds. -' 
MUN;Q%H"_EN_ - 304

{
" //
\

Olympia-Einkaufszentrum (OEZ)

| Olympia-
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Operation Rico

Das Protokoll der Miinchner Amok-Nacht

Ein 18-jahriger Schiitze t6tet am 22. Juli 2016 neun Menschen und
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HESSEN
Operation Rico E&

Das Protokoll der Miinchner Amok-Nacht

Ein 18-jdhriger Schitze totet am 22. Juli 2016 neun Menschen und
i e DEGENE anschlieBend Selbstmord.

‘— i e S—_ e
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Operation Rico

Das Protokoll der Miinchner Amok-Nacht

Em 18-1ahr|ger Schitze totet am 22. Juli 2016 neun Menschen und

Die Glock aus dem Darknet

Kriminalitat Wie konnte sich ein 18-jahriger Junge eine scharfe Pistole fiir ein geplantes Attentat
im Internet besorgen" Der Verfolgungsdruck auf Waffenhandler nimmt zu.




Course of investigations

Account ,,E.“ previously taken over by LE

04.07.2016 — first contact from user ,S.” on DDW
22.07.2016 — first contact from user ,,T.“ on DDW

27.07.2016 — Take-over of account ,,S.”
02.08.2016 — Take-over of account ,T.”

05.08.2016 - first contact to,,rico” through ,S.”
05.08.2016 — link from,,rico” to the spree shooter

established

16.08.2016 — apprehension of ,rico”

HESSEN

i
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Deutschland

wiormationskontrolie, neln danka! im Deep Web =
germamyfiuscivicoman

Multisig EsOow

Angameclidet 3 olcan. Noww Bostrage Aktve Thamen Urboeantwortcts Thaman Abonnements Nachincdtan

Deutschand im Daap Vb » Profl von nco

Wb o

rico Regstnerungsdatum: 07.11.2013
Kennt sich ows Letrter Bestrag: OF.07.2016 15:34:00
Eeitraga: 146

Danke erhiten: 20

Kontaltinformationen Btmessape-Adracss: EM-NBoGrABEZShNrwiHeSToC LYKDY SYNVCE
Betmessape-Adresse: Bins Bitmessage mitels Foroen schicken

PGP-Schissel: Schlussal anzswen

Thomeon end Soltrdge AlG BOKIS0a von Nco 202akgan

Als Thaman von noo anzawgen

™18 Alausdle Sigaatur  Zeitist Gald

DaytncHand im Deep Vb > Prafil von nco

Ankureiungen v| 0
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Operation Hardes
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HESSEN

Operation HARDES
* Nationwide operation from 04.09. —
12.09.2012

« 2 undercover agents pretending to be 13y
old girls



HESSEN
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Kostenlos registrieren

Alter: E leénnlich E (4

Nickname: 'BerndBrot <

1<=vivi> yannik1994

Registrieren . Passwort: loooo-'o. 4

E-Mail: berndbrot@daserste.de|

Ich akzeptiere hiermit die AGB
und Datenschutzrichtlinien.

Flirt: 2962 Over 20: 1361 Under 18: 81
Fotogalerie {

Fotorating

Knuddels empfiehit

Games: 876 Card Games: 1000 Themetalk: 696 Top MyChannels: 1561

Passwortvergessen?

% SALE %
Knuddels sucht Entwickler 8 it ’ A
F e o

Jugendschutz
Sicherheit




Operation HARDES - Example
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Results

Jana Schneider  zeig dich
. Anruf von Jana Schneider

Jana Schneider  seh dich nicht

Tara Heimbuch  ich seh dih auch net

Jana Schneider  nwur, ich kill dein pc wenn ich dich nicht gleich sehe
also mach an
letzte chance
zeig dich

ok, du willst es nicht anders. mach was ich will, oder dein pcist schrott, und alle pc s

von deine skype freunden werden infiziert

ok, du wilst es nicht anders. mach was ich will, oder dein pc ist schrott, und alle pc s

von deine skype freunden werden infiziert
habe samtliche daten von deinem pc kopiert
machst du alles was ich will?

ara Heimbuch  du machst mir angst. wer bistb du

HESSEN



. HESSEN

Jl Results E

Jana Schneider  bist du irgendwie dumm, ich habe keine webcam 16:20

. Tara Heimbuch  du ligst 16: 20

‘I

Jana Schneider  wenn du dich nicht in 10 sekunden zeigst, ist dein pc kaputt 16: 20
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HESSEN
B Results ie:
Il
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— Time-frame: 7 days

— 395 advances by pedophiles

— Sexual activity (e.g. masturbation) in front of webcam in
39 cases

—  Transmission of child pornography in 5 cases

— Coordinated execution of search warrants in Feb. 2013
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. HESSEN

Jll (Undercover) investigation-methods in Germany :_g:

[ Technical Approach ][ Standard investigations]

N ~_

. . o I R
/ Wiretapping, i)ata traific \ JJraditional” undercover work,
interception, information

surveillance, observations,
requests (content data, metadata,

, undercover agents, informants,
subscriber data), GPS-trackers,
mock purchases (pseudo buys)
use of IP-trackers (tools to track

\_ the real ip-address) -
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What we still may not do under German procedural
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laws

Unfortunately it is still not allowed to

covertly search external IT-devices by online remote access (e.g.
by a RAT)

covertly seize data stored on external IT-systems (the general
prcedural provisions for seizures still apply, but by resorting to
them the affected person must be notified after the measure is
carried out)
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IP-tracking

»IP-tracking®“...
What does that mean?

Why is that neccessary?

HESSEN
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HESSEN

Darknet
How TOr Works:

*in unencrypted link is
exposed to surveillance,
allowing someone to learn
what websites you visit.

After obtaining a list of Tor nodes fro a directory server, &

the user’s Tor client picks a random series of Tor nodes

to the destination server. ’

If the user visits another site at a later time, a second
random path will be chosen to the new destination.
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tool for anonymization and encryption

The Onion Router (TOR) software as a T
of TC .

Onion-Router-Netz Server A
Anton

Generalstaatsanwaltschaft Frankfurt am Main 82

- Zentralstelle zur Bekampfung der
Intarnatikriminalitat _



IP-tracking-tools

@| B [3 H @ ul ”ff -1 [j“ Ji=- :gv AR 1509255 Einletungsvermerk.. - E %

HVIS  Stat  Einfigen Seitenlayout  Verweise Sendungen  Uberprifen  Ansicht  Add-ns ‘5‘9

Diese Datei stammt aus einer E-Mail-Anlage und kann ein Risiko

darstellen, Klicken Sie hier, um weitere Details anzuzeigen., | Bearbeitung aktiierer ‘H

o Geschitzte Ansicht

PoliceTracking Server Real IP Address
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Practical Experiences — what’s not feasible?

Subscriber-data requests to providers?
(§§ 100j StPO / §§ 14, 15 TMG i.V.m. 161 StPO)

Platform-operators usually are non-cooperative
Production orders and data requests can‘t be legally enforced

Financial-investigations in the Darknet?
(§§ 161, 161a, 163 StPO)

* Since there are no banks involved, no requests for account-data

Bitcoins are ,anonymous”
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Practical Experiences — what’s not feasible?

Seizure of servers?
(§§ 94, 95, 98 StPO)

* Host-provider aren‘t traceble within the Darknet

Wiretapping/ Server-traffic-interception?
(§§ 100a, 100b StPO)

* |SPs of customers/owners/operators of platforms are unknown
 When using TOR, wiretapping only reveals encrypted traffic-data

HESSEN
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Practical Experiences — what'’s feasible?

Faked communication with vendor
(§§ 161, 163 StPO)

e Set up account by using fake-ID
e What does the vendor tell about him?

Mock-purchases of guns, drugs, counterfeit etc.

(§§ 161, 163 StPO)
* Examination of delivered items/ confirmation of suspicion
* Examination of trace material (package etc.)
 |dentification through fingerprints/DNA?
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Practical Experiences — what'’s feasible?

Faked communication with vendor

(§§ 161, 163 StPO)

Set up account by using fake-ID
What does the vendor tell abg

Braelivered items/ confirmation of suspicion
Xamination of trace material (package etc.)
|dentification through fingerprints/DNA?

HESSEN
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Practical Experiences — what'’s feasible?

Faked communication with vendor
(§§ 161, 163 StPO)

* PGP-encrypted communication (email identificable?)

* ,Negotiations” supported through pics sent (IP-tracking, meta-
data)?

* Pics to be shared with counterpart uploaded to cloud (requests
for user-data filed with providers)?

Mock-purchases of guns, drugs, counterfeit etc.
(§§ 161, 163 StPO)

* Tracing of package by tracking-numbers, parcel-stamp, drop-
stations

e Cooperation with carriers (DHL)

e Parcel-seizure; obserservation at drop-stations
88



Any questions?

GENERALSTAATSANWALTSCHAF
@ FRANKFURT AM MAIN
3 - Auldenstelle Gielsen -

Zentralstelle zur Bekiimpfung

der Internetlkriminalitiiy

Office of the Attorney General of the federal state of Hessia
email: ZIT@GStA.Justiz.Hessen.de
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