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Agenda

Part 1

Introduction of the Cybercrime-Center

• Tasks, responsibility, features …

Part 2

Cases being dealt with

• Cybercrime and „Underground Economy“

• Darknet and illicit goods being trafficked

• Child pornography and „crime as a service“ 

Part 3

Investigation methods and challenges

• Investigations – our tools, methods and experiences

• Encryption, Anonymization, Internationalization
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Part 1: The idea of fighting cybercrime in the Fed. 

State of Hessia
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The ages of the digital revolution
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The actual relevance of cybercrime ist only

insufficiently displayed in official statistics, real 

numbers remain largely unclear
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Estimations by the internet-industry
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The „Hessian“ concept on combatting cybercrime-

Establishing specialized units

• Specialized units (prosecutors) on fighting cybercrime have been

established inside of the District Attorney‘s offices (first one at the DA‘s

office in Frankfurt 1999, followed by Marburg in 2001 and Giessen in

2002).

• Jan. 2010: Foundation of the Cybercrime-Center at the level of the

Attorney General‘s office as a centralized and supervising unit.
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Why establishing the Cybercrime-Center -

Basic considerations :  

• Cybercrime will be one of the most important and most demanding

types of crimes in the nearer future. Globalization enhances this

development.

• Since Cybercrime is subject to fast development, progress and

adjustment, a specialized central unit can only match its expectations

regarding coordination, training and support if it runs its own cases in

order to enhance expertise and to stay up to date.
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Results of those considerations: 2 strings of tasks

the cybercrime-center is charged with

d
Supervising authority Prosecuting authority

Coordination

Training

Contact point

Support/ crime-prevention

Running cases and conducting

investigations of particular

importance and difficulty

International Coordination (in 

transnational cases)

Expedited measures / procedures
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Organisation of the Cybercrime-center

• 5 highly experienced and

specialized prosecutors, 1 

senior prosecutor as head of

office

• 24/7 stand-by-service 

• modern technical

equipment. 
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Network  

• Contact point for inquiries

of the DA‘s offices

• Access to the entire

databases of the DA‘s

offices

• Regular meetings for

experience-sharing

• Inhouse-training-sessions 

for the DA‘s offices.  
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Use of modern technologies

• Comprehensive electronic file

management

• VPN-Access to the network

from everywhere

• High-performance file-servers 

and encryption. 
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Permanent aquisation and sharing of experiences

and expertise

• Participation in national 

and international 

conferences and

meetings, 

• Permanent membership

in various task-forces,

• Regular consultations

with industry, banks and

academics.
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National cooperation
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International cooperation
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Part 2: Cases being dealt with
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Investigations on the Darknet
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The Onion Router (TOR)
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Darknet: TOR Hidden Services

Server

ske4dngi7kdjfiek.onion

User
unknown

location 
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LE playgrounds – the big five
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AlphaBay...
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Requirements
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Tor-Browser
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Tor-Browser
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Grams...



26

Grams...
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Drugs, drugs, drugs...



28

...and even more drugs
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Firearms
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Firearms
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...all roads lead to AlphaBay
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Thus, the place to be for Organized Arms-traffickers
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Trade in counterfeit
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Trade in forged official documents
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Trade in official documents
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Crime-as-a-Service
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DDoS-attacks 
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DDoS-attacks
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Hitman services
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Trade in stolen identities and data
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Mechanisms of darknet-markets:

The rating-systems
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Mechanisms : The delivery of purchased goods
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Mechanisms of the darknet-markets:The payment 
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Mechanisms of the darknet-markets:The payment 



45

CryptoLocker 
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OP Onymous

Cybercrime and „Underground Economy“
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OP Onymous
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OP Onymous: Action Day 6. November 2014

• Cooperation of 16 EU-countries and several U.S LE-authorities,

coordinated through EUROPOL and EUROJUST

• Seizure of 600+ onion-domains for hidden services,

• Splash-pages uploaded onto 414 onion-domains,

• 17 admins and vendors being arrested,

• 13 house searches

• Confiscation of $ 1 Mio. in bitcoin etc.
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Investigations against German vendors on darknet-

marketplaces

• Transfer of relevant data on different marketplaces from the U.S. to

European LE through EUROPOL EC3

• Analysis of the data provided done by the domestic LE-authorities.

• Several cases initiated against German vendors and powersellers.

• After conducting the initial investigations, single cases being submitted

to the relevant local prosecution offices.
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Operation Blackshades

Cybercrime and „Underground Economy“
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Malware Blackshades- Trojan for everybody
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Blackshades
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BS – distribution
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Operation „Dirty R.A.T.“

• Internationally coordinated approach

• Worldwide „Action Day“ on 13.05.2014

• 19 countries involved

• Operations center in The Hague

• 157 search-and-seizure warrants secured and executed in Germany.
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Bitcoin-Mining

Cybercrime and „Underground Economy“
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„Bitcoin-Mining“

• Bitcoin is a digital currency, independent from banks and official

regulation

• Bitcoins are assigned to digital wallets through cryptographic keys.

• Bicoins are regularly used for purchasing goods on online-platforms

• Bitcoin allows for international transactions

• Bitcoins can be exchanged into „real“ money.
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„Bitcoin-Mining“

• Bitcoins are being produced by processing and resolving highly

complex mathematical equations („mining“)

• Installation of a special mining-client required („bitcoin-client“)
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„Bitcoin-Mining“

• But: Mining on a standard computer takes years

• Costs for electric power used by the computer exeeds the profit to be

gained by mining

• Thus: special high-performance computers are required for efficiently

mining bitcoins.

• Solution for criminals: Mining through botnets
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Internet

„Bitcoin-Mining“
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Results of the investigations:

• Perpetrator („Manager“) disclosed his ICQ-number to Undercover 

Agents.

• Subscriber data request successful, since „Manager“ used same IP 

over several weeks

• Wiretapping disclosed additional complices

„Bitcoin-Mining“
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results:

• 2012: Distribution of nearly 50 Mio. infected datasets

• Malware is being adjusted daily

• Ca. 1000 new infections each day

• Computing power of relevant botnet amounted to 2 petaflop

•Produced bitcoins being exchanged into „real“ money

• Net profit: 15.000 Euros per month

„Bitcoin-Mining“
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Problems:

• Mere production of bitcoins is not punishable!

• Infection of computers constitutes a crime under German criminal

code

• But this is only cinsidered a minor crime

• Thus: German procedural code does not provide for wiretapping in 

those cases!

„Bitcoin-Mining“
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Operation Rico
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Operation rico
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Operation Rico
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Operation Rico
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Operation Rico
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Course of investigations

Account „E.“ previously taken over by LE

04.07.2016 – first contact from user „S.“ on DDW

22.07.2016 – first contact from user „T.“ on DDW

27.07.2016 – Take-over of account „S.“

02.08.2016 – Take-over of account „T.“

05.08.2016 – first contact to„rico“ through „S.“

05.08.2016 – link from„rico“ to the spree shooter

established

16.08.2016 – apprehension of „rico“
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Fallbeispiel

Verfahren gegen „rico“

•Detaillierte Täterbeschreibungen von „S.“ und „T.“ 

•Übernahme der Accounts von „S.“ und „T.“

•Auswertung und Weiterführung der Kommunikation mit „rico“
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Operation Hardes
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Operation HARDES

• Nationwide operation from 04.09. –

12.09.2012

• 2 undercover agents pretending to be 13y 

old girls
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Operation Hardes
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Operation HARDES - Example



Results



Results
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 Time-frame: 7 days

 395 advances by pedophiles

 Sexual activity (e.g. masturbation) in front of webcam in 

39 cases

 Transmission of child pornography in 5 cases

 Coordinated execution of search warrants in Feb. 2013
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Results
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(Undercover) investigation-methods in Germany 

Technical Approach Standard investigations

Wiretapping, Data-traffic-
interception, information

requests (content data, metadata, 
subscriber data), GPS-trackers, 

use of IP-trackers (tools to track
the real ip-address)  

„Traditional“ undercover work, 
surveillance, observations, 

undercover agents, informants, 
mock purchases (pseudo buys)
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What we still may not do under German procedural 

laws

Unfortunately it is still not allowed to

• covertly search external IT-devices by online remote access (e.g. 

by a RAT)

• covertly seize data stored on external IT-systems (the general 

prcedural provisions for seizures still apply, but by resorting to 

them the affected person must be notified after the measure is 

carried out)
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IP-tracking

„IP-tracking“...

What does that mean?

Why is that neccessary?
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Darknet



82Generalstaatsanwaltschaft Frankfurt am Main

- Zentralstelle zur Bekämpfung der 

Internetkriminalität -

The Onion Router (TOR) software as a 

tool for anonymization and encryption

of TC
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IP-tracking-tools 

Internet

VPN or TOR

PoliceTracking Server Real IP Address
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Subscriber-data requests to providers?

(§§ 100j StPO / §§ 14, 15 TMG i.V.m. 161 StPO)

• Platform-operators usually are non-cooperative

• Production orders and data requests can‘t be legally enforced

Financial-investigations in the Darknet?

(§§ 161, 161a, 163 StPO)

• Since there are no banks involved, no requests for account-data

• Bitcoins are „anonymous“

Practical Experiences – what‘s not feasible?
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Seizure of servers?

(§§ 94, 95, 98 StPO)

• Host-provider aren‘t traceble within the Darknet

Wiretapping/ Server-traffic-interception?

(§§ 100a, 100b StPO) 

• ISPs of customers/owners/operators of platforms are unknown

• When using TOR, wiretapping only reveals encrypted traffic-data

Practical Experiences – what‘s not feasible?
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Faked communication with vendor

(§§ 161, 163 StPO)

• Set up account by using fake-ID

• What does the vendor tell about him?

Mock-purchases of guns, drugs, counterfeit etc.

(§§ 161, 163 StPO)

• Examination of delivered items/ confirmation of suspicion

• Examination of trace material (package etc.)

• Identification through fingerprints/DNA?

Practical Experiences – what‘s feasible?
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Faked communication with vendor

(§§ 161, 163 StPO)

• Set up account by using fake-ID
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Faked communication with vendor

(§§ 161, 163 StPO)

• PGP-encrypted communication (email identificable?)

• „Negotiations“ supported through pics sent (IP-tracking, meta-
data)?

• Pics to be shared with counterpart uploaded to cloud (requests 
for user-data filed with providers)?

Mock-purchases of guns, drugs, counterfeit etc.

(§§ 161, 163 StPO)

• Tracing of package by tracking-numbers, parcel-stamp, drop-
stations

• Cooperation with carriers (DHL)

• Parcel-seizure; obserservation at drop-stations

Practical Experiences – what‘s feasible?
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Any questions? 

Office of the Attorney General of the federal state of Hessia
email: ZIT@GStA.Justiz.Hessen.de


