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o HIDDEN DATA

o SOCIAL NETWORKS, FORUMS, P2P …

o OPEN  SOURCE  DATA



o SOCIAL NETWORKS, FORUMS, P2P …

o OPEN  SOURCE  DATA



reliability of source

accuracy of information

relevance to the investigation

legality of data (not obtained by excessive
breachment of human rights)

ECHR (Copland v. UK, 2007) – right to privacy



MUST BE RELIABLE, ACCURATE, RELEVANT, 
LEGAL

 computer data can be easily stored, searched, 
sorted and organised for trial

 can be acquired without the international legal
assistance - Convention on cybercrime (Art. 32)

A Party may, without the authorisation of another party access publicly

available (open source) stored computer data, regardless of where the
data is located geographically

- public registeries (land, company ...)

- WHOIS data (owner of an IP address or domain name)



SHOULD BE AT LEAST LEGAL

 starting point for further investigative
measures

 detecting the potential suspects
 locating a perpetrator





 duration of process > failure to conduct 
search and seizure within the time limit 
on a court warrant

 data modification > evidence tampering 
/ spoliation / destroying

 forensic software runs on keyword 
(combination, file extension...) search > 
withholding / hiding evidence



 lacking of international standards > uncertainty of
results

 commercial origin of forensic software > partiality
/ dependence on police, prosecution

 non disclosure due to protection of intellectual
property rights > failure to provide transparency



 IMAGING (MIRRORING) PROCESS = making the
identical copy (forensic copy) of original data stored
on a computer system + hash value

 HASH VALUE = verification on the integrity of a 
copy

 (SECURITY COPY, BACKUP COPY, DEFENCE 
COPY)



 dividing the stage of search and seazure
from subsequent forensic analysis

search and seizure = collecting the device +  
imaging process (acquiring the data)

- time limit on the search warrant

- signing the minutes by defendant



 dividing the stage of search and seazure from
subsequent forensic analysis

 protection of the right to a fair trial (equality of
arms, right to challenge incriminating evidence)

 possibility to repeat the analysis

 possibility to leave in possession / return
computer device to the rightfull owner (victim!)   



 REAL-TIME MEASURES 
- search and seizure on working computer, 

prior to turning off and taking device
- data interception

 observing and real-time recording of
computer process (data creation, 
modification, erasure) instead of stored
data



 difficulty to identify the perpetrator on 
the level of computer skills







 difficulty to identify the perpetrator on 
the level of computer skills

 computers can be remoted from distance

 computer process can be programmed in
advance

 computer may be controlled without a 
knowledge of the rightfull owner (bot)



 Computer forensics must be combined with 
a "classic" evidence, such as:

- evidence on suspect's whereabouts 
(record on entering the country, cameras...)

- "money trail", financial transactions



 Knowledge on informatics is important

 Knowledge on how to make it simple

is crucial

- appeal court, constitutional court, ECHR ...

- reasoning decisions must be understandable

to public, "ordinary" people (public scrutiny,

building confidence in judiciary system) 



 MAKING IT SIMPLE:

- avoid abbreviations (ISP, DoS, IP address...)

- focus on the end result, not on the process
of forensic analysis

- rely on (police, court) expert

- compare a cybercrime to correspondent
„classic” , „traditional” ,  „real-life" crime



CYBER "REAL-LIFE"

hash value fingerprint

digital forensics financial expertise

data interception telephone surveillance

electronic evidence document

imaging process verified copy



CYBERCRIME "CLASSIC" 
CRIME

PROTECTED 
VALUE

illegal access home invasion, 
burglary

integrity (of data, 
home)

illegal interception eavesdropping privacy of 
communication

data interference property 
destroying

property

computer forgery forgery authenticity (of 
data, document)

computer fraud fraud property



DEALING WITH USUAL DEFENCES:

"I wasn't doing any harm to anyone"

"I just wanted to find out how does a malware 
work" 

"I was checking the vulnerability / weakness of 
computer system"

"Possessing a computer program is not illegal"



















THE END


