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The Company
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IPS is an Italian company that designs and manufactures products and solutions for
communications monitoring and interceptions.

• Private and independent company

• 30 years experience in tech arena

• Mix of IT, Networking and Security

• In-house development of core 
technology

• 24x7x365 Technical Support

Technology Transparency and Know-How Transfer
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Telecom Operators 
and

Internet Service 
Providers

Prosecutors 
Offices

Law Ennforcement
and

Intelligence 
Agencies

Supply of Monitoring Centers.

In Italy as managed services.

In the international market as nation-wide turn-key

projects.

Supply of tactical or strategic solutions to Italian and

International agencies.

Supply of systems to be installed in the network to

provide communication content and relevant

information to the above mentioned Government

customers.

Our Customers



International Presence
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MIDDLE
EAST

LATAM

EUROPE

APACNORTH 
AFRICA



Agenda 
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▪ The evolution of the Web

▪ From Web 1.0 to 4.0

▪ Privacy vs Security in an totally Encrypted Web

▪ Unconventional IP Intelligence

▪ OSINT: Open Source Intelligence with Medusa™
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Tuesday 26 June 1962 - According to three American experts
In the year 2000 telephones will do everything by themselves.

We will read newspapers through telephone network and we could also use it for 
banking operations.
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The forecast was correct,             
around 50 years in advance! 
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According to three American experts.

In the year 2000 telephones will do everything by themselves.

We will read newspapers through telephone network and we could also use them for banking operations

Three managers of the American Telephone and Telegraph Company, engineers J. H. Felker, C. M. Mapes and Dr. H. M. Boettinger, made 
some foresight on the evolution of telephony towards year 2000, during a radio interview on the national broadcast "Dimension" by C.B.S.

The three experts affirm that, for a start, morning newspapers will be spread directly in "facsimile" through the telephone network. After 
the breakfast and read the telephotographic newspaper, the business man will maybe decide to stay at home to avoid some traffic jam, 
however without neglecting his activities.

With the help of the "videophone", whose screen will be a lot more efficient and more clear than modern televisions, he will be able to stay 
in contact with the office or even set up a meeting with his colleagues or associates in different locations.

But the husband won't be the only one to benefit from the progress. The wife will be able to use the telephone service to avoid tiresome 
walks to the shops. With watchful eyes she will follow shop owners explanations on the color screen of her videophone and she'll analyze 
the goods on display, before taking the order.

The three experts foretell that the family of tomorrow will use the telephone also to get at home educational, artistic and cultural channels. 
Televisions with closed circuit tied to the telephone network will spread school lessons, meetings with screenings and visits to the museum
directly at home. They will also be able to read the last books without being forced to go at the library for the loan.

In travels people will use the telephone on automobiles, airplanes and in any other means of transportation. They will be able to call any 
user in any part of the world through direct dialing. However, they won't need to input the number and the area code of the city they are 
calling. All they will need to do is tell the telephone number and this (the device) will translate the voice in electric impulses.

Conversations will absorb just a little part of the traffic on the telephone lines. It's foreseen that yet in 1975 the volume of commercial 
data broadcast through telephone lines will exceed the data used for conversations. There are "data-phone" devices being finalized, able to 
transmit 3000 words per minute, so that an electronic brain can call on an analogue machine with a speed far more superior than human 
speed. One of this machines wired to the telephone network will be able to read a stock inventory and, once the calculation are done, it 
will call another machine in the main warehouse to order supplies or the day after.

In the year 2000 people will use the telephone even to do banking operations. Checks will be written with magnetic ink that can be read by 
specific machines in banks. This machines not only will validate the check, they will also record the operation on the personal bank account.

Full Article
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What has really changed? 
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Com’era
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What has not changed during the years? 

▪ Communicate

▪ Share

▪ Inform
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What has changed? 
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The means of communication 
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The technology change began in 2007
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The Apps
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Web 3.0

▪ Internet as an unlimited database

▪ The performance of the devices

▪ Artificial Intelligence

▪ Semantic Web

▪ An adaptable web to different devices

▪ Internet of Things and Cloud

ALL ENCRYPTED !!!
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Web 4.0

The Web becomes a service tool to help people to achieve
their goals (knowledge, work) by exploiting the huge
amount of data coming from the web: not only “static”
(content) resources, but more and more “intelligent”.

Internet as a commodity in a fully immersive experience.

▪ Augmented reality

▪ Total Automation

ALL ENCRYPTED !!!
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Augmented Reality
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ALL ENCRYPTED !!!
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www.everysecond.io

http://www.everysecond.io/facebook
http://www.everysecond.io/
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The worst has yet to come…

Dark Web
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What can you find on the Dark Web?
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In the Dark Web you can freely… 

▪ Surf anonymously on Internet

▪ Access to hidden sites (not visible on standard Internet)

▪ Sell or Buy illegal materials, as:

o weapons

o drugs

o false documents (Passports, Patents)

o banknotes and credit cards

o and more…

ALL ENCRYPTED !!!
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Surfing on the Dark Web 
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New Digital Payments
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Facebank
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Not finished yet…

A world of vulnerabilities
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What is Europe doing ?

Privacy vs Security
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Europe vs Privacy

 

Digital Single Market – Stronger privacy rules for electronic communications 

Brussels, 10 January 2017 

Questions and Answers 

Why is the Commission modernising EU digital privacy rules? 

Since the last revision of the ePrivacy Directive in 2009, electronic communications services have 

evolved significantly. Consumers and businesses are relying more and more on internet based services 

to communicate, such as instant messaging, voice over IP and web-based e-mail, but these services are 

not covered by current ePrivacy rules……. 

Europeans are concerned about their privacy….. 

 

What is the Commission proposing? 

The cornerstones of the proposed rules on Privacy and Electronic Communications are: 

• All electronic communications must be confidential. Listening to, tapping, intercepting, scanning 

and storing of for example, text messages, emails or voice calls will not be allowed without the 

consent of the user. The proposed Regulation also specifies when processing of communications data 

is exceptionally permitted and when it needs the consent of the user. 

 



EU to propose new rules targeting encrypted apps in 
June 
By Catherine Stupp | EURACTIV.com  29 mar 2017 

EU Justice Commissioner Vera Jourová said she will 
announce “three or four options”  
 
Non-legislative measures will be provisional “to have a 
quick solution”, since negotiations over EU laws can drag 
on for years before they are passed. 
 

“At the moment, prosecutors, judges, also police and law enforcement authorities, are 
dependent on whether or not providers will voluntarily provide the access and the 
evidence. This is not the way we can facilitate and ensure the security of Europeans, being 
dependent on some voluntary action,” Jourová said. 

Pressure from UK, France and Germany 
making internet operators subject to the same requirements as telephone operators. 

 

Five member states want EU-wide laws on encryption 

Hungary, Croatia, Italy, Latvia and Poland 

 
Gilles de Kerchove, the EU’s anti-terrorism coordinator, said “it’s much too early to 
say that backdoor would be a solution” for accessing encrypted data of messaging 
services like WhatsApp and Telegram. 

 
ePrivacy directive 
In Jan 2017, the Commission proposed changes to the EU ePrivacy law affecting telecoms 
services and extended the eight-year-old privacy rules for the first time to internet 
services. 
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Europe vs Encryption



60

“three or four options”

to safeguard

Privacy and Security

o Only standard encryption (SSL/https).

o Proprietary or End-to-End encryption blocked on the net.

o Server of the providers installed within the country (preferred but difficult).

o State based backdoor (each device operating in a country).

o State based digital certificate (for all services used in a country).
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It’s clear: we are in an uneven fight.

▪ Until national or international regulation will ever be in
place, “non-legislative measures” must be taken

▪ We called them “Unconventional IP Intelligence” and is
a mix of:

oMetadata extraction from network traffic monitoring

oOpen Source Intelligence

oDevice Infection

oData Fusion
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Results?
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Main issues for the investigators 

▪ Time and resources

▪ Technical knowledge

▪ The digital transformation and the technological changes

▪ Search tools

▪ Link analysis and correlations

▪ A large amount of data to be analyzed
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The new way to collect and analyze users digital data  

™



Data Gathering

▪ Data crawling 

▪ Task (Monitoring)

▪ Alarms

Analysis Tool

▪ Summary (graphs, 
trends)

▪ Geo Distribution

▪ Word Cloud

▪ Semantic Analysis

▪ Sentiment Analysis

▪ Link Analysis

MEDUSA™ Main Modules
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MEDUSA™ Key Features
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▪ Historical data on your own private and secure database

▪ Automation of manual processes with savings in human
resources

▪ Fully customizable reports, alarms and notifications

▪ Avatar Management

▪ 3rd parties databases integration (open platform)

▪ Big Data ready

▪ Language independent
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What do you need to start a new activity? 

▪ Name and Surname

▪ Telephone number

▪ Email address

▪ Username or Alias

▪ Webpage URL

▪ Geographic Area

▪ Topic
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Data Fusion
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Information will be always harder to get
a new investigative approach is needed

more like “intelligence analyst” 
than traditional “judiciary police”
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Thank you!

For any further clarification pleas contact us.

info@ips.intelligence.com

www.ips-intelligence.com


