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Tor: The Onion Browser

• Most popular “dark web” platform

• Free downloadable browser

• Funded by multiple sources (i.e., here to stay)
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Uses for Tor

• Evading surveillance

• Avoiding censorship and political repression

• Four Horsemen of the Infocalypse

1. Terrorists

2. Pedophiles

3. Drug (and gun) dealers

4. Money launderers

• 80% of hidden services traffic for child pornography



Investigative Challenges

• End user does not know location of hidden service

• Hidden service does not know location of end user

• Surveillance of user does not lead to website and vice-

versa

• Result: criminal activity undertaken in the open
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Opportunities

• Real world investigations

• Follow the money

• The Internet never forgets

• International cooperation
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Questions?


