A Case Study

Presented by Mick Jameison.




- A Global Organised Crime
A FiveYear Investigation Group.

Victims in two Continents - Losses exceeding $250 Millions

I acR IRl g@eaitlslJl<Jl ° |nternational cooperation
between law enforcement

agencies.

DETAILS OF THIS PRESENTATION WILL INCLUDE



- Report of an unlawful access to computer servers was
made by a credit card company — April 2008.

- A payment processor was identified as a Point of
Compromise

- A private company was employed to deal with Technical
Examination of the servers.

- Losses by this single breach exceeded $US 25 Million.

UK Authorities receive an allegation of Cyber Crime.



Data Breach
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Reported to Cyber Crime Unit - April 2008

Breach investigated by private company

SQL injection

Later by Malware

WEB SECURITY:

SQGL INJECTION o
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Downloads fites from websesvers via HTTP

Matching Signatures

Padonrs DNS lookups
Quecies the prodect 1D of Windows
Contains capabilitics to detect virtual machines



Criminal forums.

vISA classic, MC, Cirrus, Maestro, Electron: EU (m|n Ol‘del‘ 1000$)

=250F one time payment - 12% one dump

=1500% one time pavment - 8% one dump VISA CIaSSiC
=5000% one time payment - S one dump
80% one dump

vISA gold/fplatinum, Discover, Dinners, AmEx:
=250% one time payvment - 20% one dump
=1500% one time payment - 20F one dump

=5000% one time pavment - 10f one dump VISA gOId/pIatinum

i 0min order 1000%)

VISA classic 160%$ one dump

20% one dump

vISA gold/fplatinum

160% one dump MaStercal'd
MasterCard 1 10$ one dump

110% one dump

Ame =
100% one dump

If you need known balance on card price + 50%

Rules:

You can order checked, or unchecked dumps, if you choose unchecked | will give +20% bonus. I dont care if there is No-Money.
I replace only Pick-Up codes., Best way if vou check dumps yourself and | replace bad ones immediately. I dont replace
unchecked stuff. If you need KnownBalance on card, price will be + S50%.

Payment:
I accept WebMoney., You can make exchange here: UsSD -= “WMZ , E-Gold -= "“WMZ, From good and well-known clients | can
accept ‘WL and MG pavyements.[fb]
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Covert Investigation

- Undercover assets
employed.

- Credit card accounts
recovered

- Suspects IP addresses
identified.




Vietham

 |P addresses resolved to
Vietnam on 14/05/2008.

- The UK requests assistance
from the Vietnam Hi-Tech
Crime Unit 13/06/2008



http://www.azfotos.com/countries_worldwide/asia/vietnam/stockphotosalamy/vietnamese-flag-vietnam-AJM539.jpg

Vietnam —
- Vietnamese Legislation Difficulties.

- Vietnamese commenced Money
Laundering Investigation.



http://www.azfotos.com/countries_worldwide/asia/vietnam/stockphotosalamy/vietnamese-flag-vietnam-AJM539.jpg

Vietnam has no legislation to deal with UK request

« No offence for hackers inside
Vietnam to attack servers outside it’s
borders.

- Advice given to the Hi Tech Crime
Unit to create the legislation.

- On 01/01/2011 new cyber legislation
came into force in Vietnam



Vietnam Money Laundering Investigation

- $280,000 Western Union
Transfers to 6 suspects.

MONEY TRANSFER

- DISC supplied to SOCA with all
transactions seeking further
evidence.




SOCA —Vietnam (Disc)

e R P . 2,077 transactions in total
Epmmen N | WESTERN| |

- 1,389 Money transfers from UK

- 1,359 supplied false information
when sending money. (Further
Arrests?)

Evidence from voters register
| 5o Witness statements
ARE ¥OU REGISTERED TO rOVided
VUTEY ’
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SOCA - London Arrests.

. . . . /-\_/'7
Fraud identified at Stagebeat. STAOEBEAT@
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- sibna22@yahoo.com

- /8 Albatross Close, London
E6 S5NX



 Preservation Order on e-mails on 14/07/2008

« E-mails received fromYahoo - USA on 23/04/2009

- Vietnamese suspects e-mail accounts (204,000 credit cards) — mattfeuter

- Egyptian suspects e-mail accounts (18,000 credit cards) — menemgg

. ondon Arrests — e-mails



Credit Card Research.

- 25,000 credit cards (approx) from
identified victim.

« Remainder - Unknown




London arrests -Search

 Two prisoners. ‘*
| - DLl ALZges 6
- Five computers containing over vodafone

800 card details.
C nalional

aryds Cecltic —

- Forged identification
documents.

« On-line fraud.

LAKELAND
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ondon Arrests - Prisoners
- Gboyega AKINBOLA.

- AKA —sibna22, lopeyiy,
- Oyetunde OYEDEJI.

- AKA —teedazzles, candidman,
lopeyi4

- Subsequently sentenced to two and
half years imprisonment.




London Arrests

- Phone and e-mail links to
suspects in Vietham and Egypt.

- Western Union Transfers —
Sibna Khanom to Egypt and
Vietnam (Not on disc).




London Arrests — Egypt.

- SOCA intelligence research.

- Memengg is Abdelmonim
ABOELMAGD

- Letter of Request sent to Egypt

- Investigation commenced in Egypt gt"
June 2009.

- Investigation concluded December
2009 — suspect claimed emails had been

hacked.

- No forensic examination of computers.



London Arrests — Links

— b2

A

Supply of credit cards to Becton

Suspects. LT

Supply of credit cards to Menem99.

- s

Supply of credit cards to London
Suspects.
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London Arrests — Links

WESTERI\I' |
UNION

MONEY TRANSFER

Western Union Payments Sibna
Khanom to Lam Van Lam.

Western Union Payment Sibna
Khanom to Memem.

WESTERI\I' I

MONEY TRANSFER

> g

\ 4

]
MONEY TRANSFER
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Four Vietnamese youth found « sonv

hacking UK credit cards
12/21/201012:30

Vietnam'’s hi-tech crimes investigation
department Monday said that they have
busted a ring of Vietnamese hackers who
had used 100,000 credit cards in the UK,
pocketing billions of dong.

Le Dang Khoa, Nguyen Ngoc Lam, Nguyen
Ngoc Thanh and Nguyen Dinh Nghia
belonging to Ho Chi Minh City and Hanoi,
joined hands with some foreigners to hack
the system of a UK company to steal security
information on the credit cards worth 6
million pounds (US$9.32 million) in total.
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Four Vietnamese youth found hacking UK credit
cards

Last updated: Tuesday, December 21, 2010 12:30

Vietnam’s hi-tech crimes investigation
department Monday said that they have
busted a ring of Vietnamese hackers who

had used 100,000 credit cards in the UK,
pocketing billions of dong.

|

The busting operation was conducted in

cooperation with the UK police, said

Nguyen Thanh Hoa, chief of the

| department (C50) under the Ministry of
Public Security.

Latest news

» Vietnamese forces pUt out fire on stranded Vanuatuan
ship

= Abbott donates VNDS billion in products to support
typhoon relief efforts

= In Vietnam, genetically modified crops set to get official
green light

= Violations found in building of $30,000 school toilets in
central Vietnam

= Hanoi hosts two international film fests

Vietweek Thanh Nien News

] Le Dang Khoa, Nguyen Ngoc Lam, Nguyen Ngoc Thanh and Nguyen Dinh rmnen~ | :
e— Nghia belonging to Ho Chi Minh City and Hanoi, joined hands with some FiLike BRE
foreigners to hack the system of a UK company to steal security information
COMMENTARIES on the credit cards worth 6 million pounds (US$9.32 million) in total. s i 5
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Summary to date of investigation end 2010.

- Prosecutions in United Kingdom.

- Investigations in Egypt and Vietnam
failed.

- Support to Vietnam of Cyber
Legislation.

- Capability Building agreements with
Vietnam.



Mattfeuter — New Investigation from 2011

- Mattfeuter continued to Please login to using our services
operate.

- Further investigations began in
the UK in Partnership with USA.

- Vietnam agreed to commence
investigation so long as
evidence was after 01/01/2011



http://mattfeuter.cc/4rum/index.php?s=4f611883b9a5bd0558d0eb67425e64df

New Operation — First Steps

i
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New Operation — First Steps

VISA

) before P after |
« Test Purchases of Credit cards.

- Revealed email addresses of
suspects.

- Identified methods of
payments had changed.

- Demonstrated that the criminal
group remained in place berty




VIRTUAL PAYMENT SYSTEMS

Perfect Money® /AN Liberty & WebMoney

Reserve

Exchangér

@
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Gathering Evidence

- Joint investigation with FBI
revealed all email content.

% This identified the suspects.

- Joint report was prepared and
sent to Vietnam.

SOCA

- Evidence demonstrating over
USs$200Million losses and 1.1
Million credit cards sold.




Vietnamese investigation.

- Received report and analysed
emails.

« Resolved IP addresses

- Located suspects and used
conventional surveillance.

- Financial investigations.




Viethamese arrests —June 2013

« VanTien TU -Site Owner
and head of Mattfeuter

- Truong HAI DUY -Site

administrator for three years till
end 2012

« LeVan KIEU -Site
administrator from end 2012




Vietnamese arrests - Financial

- Luxurious Lifestyle.

- Significant assets recovered.




Results of Interviews.

VanTanTieu took over the control of Mattfeuter in 2008.

They obtained the credit cards details from Eastern European
Hackers.

They bought the cards for around US$1 each.
They sold the cards for US$2 — 15 each.

They sold between 5o to 250 cards everyday.
The administrator received a salary.

Van Tan Tieu kept the profits.
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One of the world's largest underground
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That announcement was made
Wednesday by the FBI, together with
police in Britain and Vietnam, who have
boen conducting a joint investigation
into the "Mattfeuter” website. Authorities
have accused the site of selling
harvested personal information,
including 1.1 million stolen credit cards,
which were used to make at least $200

million in fraudulent credit card charges. u
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The conspirators based in Vietnam allegedly had data on over 1.
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- Law enforcement agencies in the U.S., \
disbanded a ring that allegedly sold online credit card details Dlike
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Online ring for trading in
stolen credit card data busted
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The ring, which sold the credit card information through two v
caused over US$200 million in fraudulent charges on creditc | 72
Europe.

Wiweet| | aw enforcement agencies in the U.S., Vietnam and the U.K. have disbanded a ring that
= Z / Pd | (W allegedly sold online credit card details since 2007.
=l olalrl® o e
g a The ring, which sold the credit card information through two websites, is said to have
* caused over $200 million in fraudulent charges on credit cards issued in the U.S. and
4 Europe.

Charges have been brought in a federal court in New Jersey against Duy Hai Truong,

[ share

- 23, of Ho Chi Minh City in Vietnam. Truong, who was arrested on May 29 in Vietnam, is
= suspected to be one of the ring leaders. Law enforcement officials in the U.K. have
init

arrested three men in London, while another eight persons including Truong were
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Any Questions
Thank you!




