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5. Sequestration of crypto-currencies
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Following the way of the money as a general rule

• Cybercrime is all about anonymity: VPN, Darknet (TOR, I2P…) etc.



Following the way of the money as a general rule

• Cybercrime is all about anonymity: VPN, Darknet (TOR, I2P…) etc.
• Criminals do their best to obfuscate their identity
• In many cases criminals don‘t leave any leads to identify them
• A viable way to yet identify criminals is to follow the money



Crypto-currencies as a new way of payment



Crypto-currencies as a new way of payment

• No centraliced institution which administers or controls currency
(e.g. central bank)

• No banks or bank accounts
• No real credit or debt
• No real coins or paper money
• Only wallets, addresses, transactions and the blockchain



Crypto-currencies as a new way of payment

• No centraliced institution which administers or controls currency
(e.g. central bank)

• No banks or bank accounts
• No real credit or debt
• No real coins or paper money
• Only wallets, addresses, transactions and the blockchain
• No ID required to set up Bitcoin wallets and addresses
•  Thus: Only transactions can be tracked, but the link between the

wallets and the owners can‘ t neccessarily be established



Crypto-currencies make investigations more difficult

• Since no ID is required when setting up wallets or exchanger-
accounts, transactions can‘t be linked to certain individuals

• Since there are no centralized institutions, no one can be addressesd
with a production order or information request

• Since crypto-currencies become more and more popular, traditional 
ways of payment slowly disappear

• Money laundering becomes much easier
• Crypto-currencies exist worldwide without any boundaries
• Increasing use of mixers and tumblers makes it even more difficult



Possible angles and solutions

• Since transactions are laid down in the blockchain, each transaction
of each single wallet can be traced (e.g. blockcin.info)



Possible angles and solutions

• Since transactions are laid down in the blockchain, each transaction
of each single wallet can be traced (e.g. blockcin.info) and linked to a 
certain bitcoin address

• As a possible tool to identify the owner of a particular wallet, try to
cross-check with other platforms

• At a certain point, the suspects may want to exchange bitcoins into
fiat money – try to establish the link



Sequestration of crypto-currencies

• In general no specific provisions on sequestration of crypto-
currencies in domestic laws

• Thus, we apply the general rules for sequestration
• During house search we try to get access to the wallet…
• …and wire the coins to a police-wallet
• For this purpose we‘ve registered with commercial exangers
• Since the exchange-rates are generally extremely volatile, we apply

same provisions as for perishable goods (e.g. fish etc.)
• Thus no court order is required to transfer crypto-money into fiat



Case study: Operation Sushi



Any questions?

Thanks for your attention!


